Technical Report 915

Review of Command and Control
Models and Theory

Lloyd M. Crumley
U.S. Army Research instituie

—

oTiS FLE COPY

Mitchell B. Sherman
University of Wisconsin

September 1990

DTIC

ELECTE
Q=i
%

AD-A230 105

United States Army Research Institute
for the Behavioral and Social Sciences

Approved for public release; cistrihution is unlimited.



U.S. ARMY RESEARCH INSTITUTE
FOR THE BEHAVIORAL AND SOCIAL SCIENCES

A Field Operating Agency Under the Jurisdiction
of the Deputy Chief of Staff for Personnel

EDGAR M. JOHNSON JON W. BLADES
Technical Director COL, IN
Commanding

Technical review by

David Meister
Douglas K. Spiegel

NOTICES
TEIBUTADN: Phnary distribupion of thigfport hgsbeen mafle Ay ARL/Plase gdres
£ fndnddfick coficerhing/digrib of rgfortdto: Y.S W Rescdreh fhstigite Jorfhe
Bghdvigralfang Sgcial §cifnced 4 PERI-POK 001 Eigfhower B yf., Algxghdri Igire
23733-5%40,

FINAL DISPOSITION: This report may be destroyed when it is no longer needed. Please do not
return it to the U.S. Army Research Institute for the Behavioral and Social Sciences,

NOTE: The findings in this report ars not to be construed as an official Department of he Army
position, unless so designated by other authorized documenty.




PAGES
‘ ARE
MISSING
e
ORIGINAL

DOCUMENT



* UNCLASSIFIED
TURITY CLASSIFICATION OF THIS PAGE

REPORT DOCUMENTATION PAGE

Form Approved
OMB8 No. 0704-0188

. REPQRT SECURITY CLASSIFICATION
iclassified

1b. RESTRICTIVE MARKINGS

. SECURITY CLASSIFICATION AUTHORITY

3. DISTRIBUTION / AVAILABILITY OF REPORT
Approved for public release;

1. DECLASSIFICATION / DOWNGRADING SCHEDULE

distribution is unlimited,

PERFORMING ORGANIZATION REPORT NUMBER(S)

5. MONITORING ORGANIZATION REPORT NUMBER(S)

ARI Technical Report 915

Sb. OFFICE SYMBOL
(if applicable)

PERI-SL

. NANME OF PERFORMING ORGANIZATICN
S, Army Research Institute
)rt Leavenworth Field Unit

7a. NAME OF MONITORING ORGANIZATION
U.S. Army Research Institute for the
Behavioral and Social Sciences

. ADDRESS (City, State, and 2IP Code)

0. Box 3407
irt leavenworth, KS 66027-0347

7b. ACDRESS (City, State, and 2iP Code)

5001 Eisenhower Avenue
Alexandria, VA 22333-5600

8b. OFFICE SYMBOL

(If applicable)
PERI-S

. NAM : OF FUNDING / SPONSORING
ORGANIZATIONU.S, Army Research
1stitute for the Behavioral
id Sc.c:ial Sciences

9. PROCUREMENT INSTRUMENT IDENTIFICATION NUMBER

. ADDRLSS (City, State, and ZIP Code)

JO1 Eisenhower Avenue
lexandria, VA 22333-55600

10. SOURCE OF FUNDING NUMBERS

PROGRAM PROJECT TASK WORK UNIT
ELEMENT NO. [ NO. NO. ACCESSION NO.
62717A 790 1307 H2

. TITLE (i7¢clude Security Classification)
a2view of Command and Control Models and Theory

. PERSONAL AUTHOR(S)
cumley, Lloyd M.
a. TYPE O° REPORT
lnal

. SUPPLEMIINTARY NOTATION

(ARI); and Sherman, Mitchell B,
13b. TIME COVERED
frRom 87/06

(Univ., of Wisconsin)
14. DATE OF REPORT (Year, Month, Day)
1990, September

15. PAGE COUNT
10 _89/09

COSATI CODES
GROUP 5UB-GROUP

18. SUBJECT TERMS (Continue on reverse if necessary and identify by block number)
Command Command and control models
Control Command anrd control theory
Command and control
. ABSTRACT (Continue on reverse if necessary and identify by block number)

w.This review examines command and control model and theory literature from 1975 to 1988,
: identifies and discusses literature that discusses how command post staffs perform commanc
d control functions and deliberately omits a fairly large body of literature that discusses
ingentially related material. Reports that dealt with communications or seemed to address
ymmand and control as a vehicle to demonstrate the potential relevance of some existing
1gineering or operations research methodology are omitted. A total of 66 reports and docu-
mts are discussed, The literature has been classified into five basic types of models:
l) models that evolve from literature, such as Field Manuals (implementational in intent),
) organizational models that evolive from adaptations of organizational or management
weorists' work, (3) behavioral system models that look at command and control in terms of
man behavior, (4) systems-oriented models that emerge from the systems research perspective
id (5) anme 'H'rpmnrq to develnp netunrk based models
:chniques. {

FIELD

hyv applying existing analytical

N
(LContinued) o —

'
(,( ALt -

gt ""f“i(/u oo . . / '1"" ~

21. ABSTRACT SECURITY CLASSIFICATION 7
Unclassified

22b TELEPHONE (Include Area Code)
(913) (84-4933

Previous editions are obsolete,

). DISTRIBUTION/ AVAILABILITY QOF ABSTRACT

& uncrassiFieounuMiTED  [J SAME AS RPT.
a. NAME OF RESPONMSIBLE INDIVIDUAL

Lloyd M. Crumley

) Form 1473, JUN 86

) oTIC USERS

22¢. OFFICE SYMBOL
PERI-SL

SECURITY CLASSIFICATION OF THIS PAGE




. ' -

)‘)Z(: ‘;:\; C\} )‘\"_'l\ ‘»\,4_", ‘:’9,{?‘{0 '.", g’ ~‘-.‘,,f \‘i"t";‘lr B} ,

4 AL y ' - \

Qo oy I leren T K A,
o , . B

. . ) SN
: Y ‘ ) , Dq Lyl -/
l}\\ AT L A R ‘Ut ™ L/,~"" U \)('1‘ [J; i 56;’ :

2 fl o ihivrevy TILED o - eyt ool
ariN ”\Q.,.-t'"e &LQ/A td '-I\Q” o (L"’ ,r?(z;( R

;I,« . . -
/ N t',f W /l.b')‘-[‘.x'\"‘[ ' \_,c"“fji' » (C ‘ ‘ot (Z ’ ‘
’ J "

S . "74_ ¢(

/s NS ST

,*{Jm"ﬁ 7w J«ca

¢ & ’1‘»(‘)—4j7'

L by, o (,(‘//)/ .o

7€

R !
N ./:\2_/\)__ N // . /
\\
\\
\‘.

e e e




ARI Technical Report 915

19. ABSTRACT (Continued)

The literature supports the following conclusions:
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model or theory itself are more productive than products that derive from
attempts to develop models or create theory independent of a specific

application.

2. Research that is based on an organizational or management theory per-
spective is more productive than research that evolves from other research

perspectives.

3. Research that considers decision making as the role of a command post i
is more effective when it does not artificially, and incorrectly, limit the
decisions it considers to those implied in the military decision-making model. ‘
(The military decision-making model is used to explain how orders from next ‘
higher headquarters are evolved into orders by the echelon that receives them,) i

4. No extant model is sufficiently well developed and supported by data
that it can be used in a predictive or analycic fashion.
|

Beyond these conclusions, which clearly evolve out of considering the
literature itself, there are other goals, or model and theory requirements,
that should be adopted to provide guidance for the development of better models.
These conclusions are partly drawn from the literature and partly the result of
considering, in a broader fashion, the problems associated with the potential

acceptance and utilization by the Army of command and control research. These

ancillary conclusions are as follows:

5. Models should deal with a specific organizational structure, ‘

6. Models should be based on observable tasks, processes, or behavior.

7. Models should be constructed so that the data that support them and ,
model outputs can be easily related to the tasks, processes, or behavior on .
which they are based.

8. Models should support a theoretical development to define how the com-

mand and control function relates to battle outcome and, thereby, permit command
and control research to be of value in determining how battle staff activity

contributes to unit fighting effectiveness,
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FOREWORD

The U.S. Army Research Institute for the Behavioral and Social Sciences
(ARI) is conducting research to develop improved methods for measuring the
performance of command staffs at corps, division, and brigade levels. The
command and control perrormance measurement program also seeks to develop
models that can manipulate command and control performance data. To be
certain that full advantage is taken of relevant past research, a portion of
this program has been devoted to a review of that part of the command and
control model and theory literature that contains material that might be
significant to the development of behaviorally based analytic and predictive
command and control models. As the authers reviewed the literature, they
found that it is scattered, sometimes hard to obtain, and often only tangen-
tially, if at all, related to Army command and control. This review confirnes
its coverage to those reports that appear to be of value to persons who per-
ceive command and control as a person-arient2d process. Hence, it omits
material that deals exclusively with equipment, or communications, or other
nonbehavioral aspects of ccmmand and control.

This report presents the reviewved literature in some detail and makes
eight recommendations for {uture res2archers who may be tempted to create
models or develop theories intended to deal with Army command and control
processes. The report will make it possible for interested parties to survey
the command and control model and theosry field in a relatively short time.
The report will be of value as background ~aterial for all persons involved
with the command and control modeling area and will help persons in the field
evaluate its general state without extensive personal effort.

S

EDGAR M. JOHNSONM
Technical Director




REVIEW OF COMMAND AND CONTROL MODELS AND THEORY

EXECUTIVE SUMMARY

Requirement:

The literature that deals with command and control models and theory is
quite scattered and of highly variable quality. It is alsc quite diverse
because the term command and control is broad enough to encompass many mean-
ings and to be applied in situations where other more specific terms, e.g.,
communications, would be more appropriate. As a result of these facters, it
vas appropriate to extract from the broader literature those reports that were
directly relevant to Army command and control and to evaluate the potential
contribution of past research to the development of models and theory to sup-
port the U.S. Army Research Institute for the Behavioral and Social Sciences’
(ARI) command and control performance measurement program.

Procedure:

The procedures involved in the iiterature review were straightforward.
Professional staff at the ARL Field Unit at Fort Leavenworth provided sug-
gestions and insights and cited literature about work in the area. A search
of the library at the ARI Field Unit provided additional literature--ulti-
mately close to 100 reports, theses, and papers on the topics of command and
control theory, and command and c¢ontrol models. An initial overview of these
materials provided the reviewers a first clustering of the important domains
vithin which command and control theorizing and model building were being
conducted.

Based upon this information, a 10-year computerized literature search was
conducted by the U.S. Library Staff at the Army Command and General Staff Col-
lege. This search provided many additional references. The search was aug-
mented by a brief reading of much of the literature and the identification of
significant bibliographic references not identified in the coumputerized
search. This process of reading and reporting on the literature in conjunc-
tion with searching for new bibliographic references and computer searches in
nev domains continued during the course of the project.

Findings:
The state-of-the-art in command and control modeling and theorizing is

not well developed, although it may be that some writers in the area have
overstated the case when they claimed that
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. » the complexity of the (command and control) problem is such that
many of its theories appear almost autistic, as though the attempt to
make sense of it 1ead§ researchers down a path to convoluted and idie-
syncratic theorizing.

Certainly there are a number of reports that deal with command and control so
tangentially that it is hard to see any relationship beyorid the title. Some
reports do little more than demonstrate that algebra works. Other reports
deal s¢ «inpletely with communications problems, computer technology, or con-
trol theory--in the physics and engineering sense--that it appears that com-
mand and control--in the Army sense--is either in the title by accident or
added to broaden the apparent scope of the work being reported.

There are, however, a few publications that do make a contribution to
command and control theaory and a number that present material of value to
model development. It might be more charitable, and more factual, to describe
mos! theorizing as simplistic rather than autistic, and to note that the major
protlem in the field is not that it is "coavoluted and idiosyncratic™ but that
too muchk of it lacks a clear iocus, This reviev, both in the material it
omitted ana in the material it inecluded, has demonstrated the broad domain
and often disjointed nature of the work performed under the rubric "Command
and Control Theory and Models." Sutton (1986), in a reviewv of the more gen-
eral literature--such as military review articlesz--points out that there
existe

. + . a tendency to address the subject (of command and control) ia an
unbalanced and piecemeal fashion. Some articles tend t»n emphasize the
importance of technology, both hardware and software. Other articles
deplore the apparent fixation with technology and technical means, and
urge a shift in emphasis to the role of leadership in c? systems. An-
other class of articles details the procedures, policies and techniques
used by a ceriain unit in their command post system, Most of the arti-
cles are well vgrth reading, but one is soon convinced, to rephrase one
0ld sawv, that C< is defined by the senior man present.

Our reviev of the more research-oriented literature certainly supports
this view, except that command and control seems more often to be defined in
vhatever fashicn most conveniently justifies the work rather than by the
senior man present. Some of the problems assocliated with the relatively
uncontrolled application of researcher fit the definition of command and
control that are apparent in this review even though its diversity was con-
strained by its rather narrow focus, Thus, some research tends to focus on
hov individuals make decisions rather than addressing how command and control
decisions are arrived at in a specific command post environment; other re-
search tends toward discussions of how computer programs can be used to create
a command and control model; and other material seems to deal more with intro-
ducing proven engineering analytic methods than with the command and control
process. Despite its limitations, the primarily modeling literature

1pischhoff and Johnson (1985)
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incorporated in the review (66 items) does support the development of a model
classification scheme and derivation of a set of eight conclusions concerning
the state-of-the-art and future of Army relevant command and control model
development.

The report develops a five element classification scheme that success-
fully categorizes existing models. According to the scheme, command and
control models and the theory that supports them or derives from them can be
implementational, organizational, behavioral system, systems oriented, or
network. Implementational models, such as those in various Army field manuals
and standard operating procedures, are intended to specify how a command post
will look and function. Organizational models derive from applying an organi-
zation or management theory perspective to modeling the command and control
process. Behavioral system models tend to have a somewhat narrover focus and
evolve when a researcher opts to study how some particular command and control
function (such as decision making) is performed. Systems-oriented and network
models also result wvhen the researcher applies particular techniques to de-
velop his paradigm.

The literature reviewed in this report supports the following
conclusions:

1. Models and theory that support a purpose beyond a mere discussion of
the model or theory itself are more productive than products that derive from
attempts to develop models or create theory independent of a specific
application.

2. Generally, research that is based on an organizational or management
theory perspective is more productive than research that evolves from other
research perspectives. '

3. Research that considers decision making as the role of a command post
is more effective when it does not artiticially, and incorrectly, limit the
decisions it considers to those implied in the military decision-making model
used to define how orders from next higher headquarters should be developed
into orders at the echelon that receives them.

4. No extant model ig sufficiently well developed and supported by data
that it can be used in a predictive or analytic fashion.

Beyond these conclusions, which clearly evolve out of considering the
literature itself, there are other goals, or model and theory requirements,
that should be adopted to provide guidance for the development of better Army
applicahle models. These conclusions are partly drawn from the literature and
partly the result of considering, in a broader fashion, the problems assuvci-
ated with the potential acceptance and utilization of command and control
research., These ancillary conclusions are:

5. Models should deal with a specific organizational structure,
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6. Models should be based on observable tasks, processes, or behavior.

7. Models should be constructed so that tne data that support them and
model outputs can be easily related back to the tasks, processes, or behavior
on which they are based.

8. Model should be supported by at least the potential for a theoretical
development that defines how the command and control function relates to
battle outcome and, thereby, permit research concerning command and control to
be of value in showing how battle staff activity contributes to unit fighting
effectiveness.

Utilization of Findings:

Research and development in command and control is expensive, complex,
and difficult. The command and control area also suffers because researchers
and other professionals are often thrust into responsible positions with
little opportunity to become aware of the existent body of research and the
nature, hovever primitive, of the models and theory that have resulted. This
report will make it possible for interested parties to survey the field of
command and control models and theories and become aware of the extent and
limitations of the research foundations of the area in a relatively short
time. It will be of value as background material for all persons involved
with the command and control modeling area and will help persons in the field
evaluate the general state of the field without extensive personal effort to
identify and obtain the relevant material.
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REVIEW OF COMMAND AND CONTROL MODELS AND THEORY

INTRODUCTION

Conmand and control has traditionally been considered by analysts and
military experts to be one of the most ecritical battlefield components and 'the
essential apparatus for using military means effectively," (Cushman, 1983, p.
2-5,2). It has also been noted that Airland Battle Doctrine, with its in-
creased demands for timely information and for rapid decision making in a
quickly changing environment will, in the next conflict, place even "greater
demands on the command and control system than in previous wars" (U.S. Army,
Field Circular 101-55, p. 1-11). Because of the overwhelming importance of
command and control, it is essential that trajiners, evaluators and those who
are developing future doctrine understand the nature of this critical military
component. One way to aid in the understanding of a complex system is to de~
velop, and then test, a simulation or model that describes that system's char-
acteristics.

It is our intent in this paper to review the existing literature on comr
mand and control theory and models to determine the extent to which this devel-
opment process has occurred. Such a review is useful in assessing to what
extent the development of command and control models and related theory sup-
ports the Army need for unifying concepts that caa form a basis for such di-
verse applications as performance evaluation, staff training developments,
analytic ev:"1ations, and the identification and development of research top—
ics.

Approach

The procedurzs involved in the literature review were straightforward.
Professinnal staff at the U.S. Arwy Research Institute Field Unit at Fort
Leavenworth provided suggestions and insights znd cited literature about cur-
rent and known work in the area. A search of the library at the ARL Field Unit
provided additional literature, which ultimately included close to 100 reports,
theses and papers on the topics of command and control theory, and command and
control models. An initial overview of these materials provided the reviewers
a first clustering of the important demzins within which command and control
theorizing and model building were being conducted.

Based upon this information, a 10-year (1976-86) computerized literature
search was conducted at the library of the Army Command and General Staff Col-
lege. This search provided many additional references. The search was aug-
mented by a brief reading of much of the literature and the identification of
significant bibliographic references not identified in the computerized search.
This process of reading and reporting on the literature, searching for new

ibliographic references, and conducting computer searches in rew domainc con-
tinued during the course of the project.

During the review of the literature it gquickly became apparent that com—
zand and control meant different things to different people. To some, command

énd control implied the overall management of a battlefleld at some level such




as theater, corps, or division. 7o others command and control was redefined as
"command and control system" and their dowmain included all or many echelons. To
sti1ll other researchers command and control became a communicatlons or data
processing problem. It is, therefore, our intent to provide a structure that
will omit from the review some of the literature that deals with material not
relevant to a narrower definition of "command and control."

It also will become apparent to the reader that theoreticians who are
working toward the development of a command and control model, for the most
part, are working in very different don:ins and often without attempting to
understand or integrate work that has preceded their own. As Fischhoff and
Johnson (1985) state:

The stakes are so high that funders are willing to go with very long
shots in hopes of producing some useful results. Yet, the complexity
of the problem 1is such that many of its theories appear almost autis—
tic, as though the attempt to make sense of it leads researchers down
a path to convoluted and idiosyncratic theorizing. (p. 19)

It is our intent to compare and contrast various models to give a sense,
not only of the current state of development, but also of how the models may Le
integrated, how they overlap, and in some cases, how they are discordant. Fi-
nally, it is our objective to critique current theorizing and development in
this area and to suggest future directions.

Some Definitions

As mentioned above, it quickly became apparent during the literature re=
view that command and control is a variably defined and often misunderstood
concept. Because of the lack of one specific, accepted, and clearcut defini-
tion, the term has been used by theoreticians to describe such diverse things
as: complex organizational behavior; the applicatlion of computers; simula-
tions and decision ailds; decision making processes; command post structure;
communications; and information proceseing. A necessary first step in this
review 1z a description of at least some of the more important meanings and
applications of command and control in the literature.

The most important definition 1s provided by the U.S. Army. In Joint
Chiefs of Staff Publication 1, command and control is defined as

The exercise of authority and direction by a properly designated com-—
mander over assigned forces in the accomplishment of the mission.
Command and control functions are performed through an arrangement of
personnel, equipment, cormunications, facilities, and procedures em
ployed by a commander in planning, directing, coordinating, and con-

trolling forces and operations in the accomplishment of the mission.
(po 77)

This definition implies that command and control is primarily a management
function, accomplished through the arrangement and coordination of personnel,
equipment, communications, and other resources.




Unfortunately the management definition 1s rarely used in the reviewed
literature. Finley, Muckler, Gainer, and Roe (1974) in their presentation of a
command and control evaluation methodclogy, are among the few authors who take
this perspective. They define command and control as 'the management component
of any system'" (p. 15). They also suggest that the connection between command
and control and management theory and practice is worthy of future exploration.
"The similarities between the two areas and the relative contributions each can
make to the other have not been sufficiently explored" (p. 15). These
researchers also note that there is a great deal of similarity between command
and control and the management of civiliau systems, aud that "Outside of the
element of personal risk, there are no significant functional differences
between military and civilian management. Differences are of degree and not of
kind" (Finley, Muckler, Gainer, and Obermayer, p. 15).

In contrast to this definition of "command and controal," a command and
control system is defined in Joint Ciilefs of Staff Publication 1 (DoD, 1987) as
“the facilities, equipment, communication, procedures, and personnel essential
to & commander for planning, directing, and cont:clling operations of assigned
forces pursuant to the missions assigned" (p. 77)s Oticn command and control
systens are seen by thecreticlans as the essence of command and control and the
focus of their model building efforts, rather than as methods for supporting
the command and coatrol function. Akst (1982) concludes, in referring to the
Joint Chiefs of Staff Publication 1 definition of command and control, "in in-
terpreting this definition, we must realize that a command and control system
is simply a tool the decision maker uses, not an end in itself" (p. 1).

While both coumand and control, and command, imply the exercise of author-
ity in management, control tends to be used to describe the methods for ensur—
ing that the intent of the commander is actually carried out correctly. Con-
trol is defined in JCS Pub 1 as the "physical or psychological pressures
exeried with the intent to assure that an agent or group will respond as di-
rected: (p. 88). Thus, while "command and control" stresses the design of
management systems and the development and implementation of plans, control
implies the regulation of operating systems or actions through feedback.

Varying definitions of command and control, the almost interchangeable use
of comuand, and even of command and control system, lead to quite different
views of what 15 being modeled and what body of knowiedge forms the basis for
evolving command and control theory and models. Thus, we have a definition of
command and control as a management component, which enables some researchers
to conslder command and control as a function best understood in the context of
organizational or management developments. Other researchers are aware of the
extensive body of knowledge about the regulation of systems, much of it emanat-
ing from principles of engineering known as control theory, and hence, these
control theories form a basis for much theorizing about command and control.
Even within these more general areas there are definition problems. For exam~
ple, one researcher (Akst, 1982) appears to have inadvertently suggested still
another applied definition of command and control-=—the process of organiza-
tional decision making=-while doing his wodeling. 5till other researchers
seem to have simplified management issues dramatically so that decision making
alone becomes the major focus in their mode].



Modei Types

The variations of definitions, poteatial model applications, and research-
er backgrounds have led to a situation where a rather spatrse literature has
created the potential for a relatively complex classification of models by
typees For example, the U.S. Army ls concerned not only with theoretical models
of command and control, but also with the structure, implementation, and actual
working models of the battlefileld command post organization. Many reports and
articles produced by members and committees of the Armed Services are concerned
with definition of actual command posts. Many of these documents tend to focus
on such things as job descriptions, staffing, and actual functions of the Army
in a battlefield situation. Documents of this type present a model or way to
think about command and control which can be considered as an Implementation
type of model.

A second group of models, which may be termed Organizational models, are
developed from the perspective of researchers who derive their theoretical im-—
petus from work done by persons dealing with business organizations. Organiza-
tional models may be either Process or Evaluation oriented. Organizational-
Process models include those that describe methods for understanding the func-
tioning of th2 whole command and control organization as & management system.
Many examples of Organizational-Process models exist but have typically been
applied to business organizations. Business oriented models include Systems
Theory, Theory of Bureaucracy, and Likert's System 4, among others. Some of
the models discussed in this report are attempts to apply such organizational
models to the command and control organization. This includes attempts which
use existing models and those which describe the uce of new organizational
modelis. A limited amount of work has occurred in this area and includes work
in the area ot military declsion making which can be included in this category
since it appears to represent a simplified management model. Organizational-
Process models tend, therefore, to be of two kinds; those that deal with
Decision Making and those that deal with Taxonomy or Functions.

The other category of Organizational models may be considered as Organiza-
tional-Evaluative since these models result from the research and model build-
ing which coften occurs during system evaluatiors. Often attempts to evaluate a
system occur prior to developing » model of that system. As a result, the
evaluation process, particularly with regard to the content and methods of
evaluation, often requires the researchers to develop a conceptual model for
understanding the system or organization under investigation. Evaluation stud-
ies which have been applied to the command and control function have been rela-
tively limited but include the Headquarters Effectiveness Assessment Tool
(HEAT), the Army Training and Evaluation Program (ARTEP) efforts, and the Army
Command and Control Evaluation System (ACCES). (For a more detailed review of
command and control performance evaluation research, see Crumley, 1988).

Another group of models, although related to organizational models, may
best be termed Behavloral System models. Models of this type focus on individ-

ual or group behavior as the critical aspect of command and control. In these
models the behavioral system 1s viewed in isolation rather than from an




organizational perspective and the concerns tend to be with some specific funec—
tion such as decision making itself rather than command and control decision
making. Researchers who operate from this perspective conceptualize the
implementation or evaluation of command and control as unitary psychological or
behavioral processes.

Systems Oriented models form yet another category. 7This type of command
and control model describes and evaluates the operation of specific facilitles,
technology, and systems used to support the command and control function.

These models fall within two sub-areas: Information Transformation Systems and

Architecture.

The Systems Oriented-Information Transformation System models tend to de-—
fine command and control as an area which includes those physical entities or
systems that transfer, integrate, or transform information. This, of course,
includes communication systems and information processing systems. Communica-
tions systems are a vital part of command and control and there is a large lit-—
erature which focuses on communication in command and control. Unfortunately,
many of these discussions focus on communications as if it were the whole of
command and control. Other work in this area tends to deal primarily with com
puters which play a major role as declsion or staff aids and in carrying out
information processing in command and control. In fact, some theoreticians
view command and control as largely a computer based capability. Computers are
also often used in the development of simulations to measure other command and
control processes. Both of these usages of computer technology represent mod-
els of the command and control process.

The other System Oriented sub—area may be defined as Architecture related
models. Research that analyzes command post structure and builds models to aid
in defining and solving the structure definition problem is uncommon. However,
the command post structu~e has been analyzed as part of functional analyses
performed to support develcpment of the automated command and control and sub-
ordinate systems currently evolving to replace the manual systems of the past.
Other models deal with the architecture of a system or structure and define the
relationship that different parts of the system have to each other. Thus, one
can separate architecture as a separate sub—area because some theoreticians
view coumand and control models as primarily problems of architecture or the
assignment and location of equipment and the persons who must operate them.

The final major model cateagory can be characterized as Network models.
This category primarily includes command and control models based on the use of
network or PERT charting and other project management models. The literature
in this grea 1s limited and applications which have been found are primarily
from the Soviet literature. There 1s, however, limited receut work which at-
tempts to define a command and control model based on Stochastic, Timed, At-
tributed Petri Nets (STAPNs), a technique developed to characterize and analyze
concurrent operations in computer systems.

Table 1 shows the model classification system, including sub-groups de~
veloped from the reviewers' efforts to create a suitable set of independent
categnries. Alsc chown is an "atypical' category which reflers to a singie re-
port that attempts an all encomparzsing command and control theory.




Table 1

Classes of Command ~nd Control Models.

1. Iwmplementational
2, Organizational
a. Process
(1) decision making
(2) taxonomy vr functions
k. Evaluative
c. Atypical organizational, process, taxonomy or function model.
3. Behavioral system
4. Systems Oriented
a. Information transformation
b. Architecture
5., Network

1

Review Structure

A significant portion of the documents reviewed for this report are shown
in Table 2 classified under the system derived after several attempts to devel-
op a sultable set of categories. It is not apparent from mere inspection of
Table 1, but there are problems that result from attempting to structure a re-
view around this classification scheme , or the several other reviewer devel~
oped, model typing schemes. The basic categories —~ implementational, organiza-
tional, behavioral systems, systems orlented, and network — serve well enough;
but the distribution of reports and different intent of technical or research
efforts tend to require the creation of subcategories which in turn create
ambiguities in the assignment of reports to categories and cocusiderable uneven-
ness in both the quality and the quantity of reporte assigned to the various
categories.

For this reasomn, this review 1s structured around a ten-item classifica-~-
tory system based on the model categorizations and one research report which is
discussed independently because it differs so radically from all the others in
its category.

—_——— e — — = v s

1, major attempt at an all encompassing theory for command and control which is

discussed in a separate section but {s not considered a separate model class.




Table 2

Typical Model and Theory Reports

by Category

IMPLEMENTATION
M 101-5
FC 101-55
Corps and Division SOPs

ORGANIZATIONAL

Process (Taxonomy or Function)

Olmstead, et al., 1973
Finley, et al., 1974
Finley, et al., 1975
Olmstead, et al., 1978
Miller, ei al., 1979
bsI, 1985

Process (Decision Making)

Maillefert, 1974
Lawson, 1980a
Fallows, 1981
Wohl, 1931

Boyd, 1981

Orr, 1983

DSI (HEAT;, 1983
Rios, 1985

Land, et al,, 1985

U.S. Army C" paper, 1987 a, b

ARI (ACCES), 1988
Evaluative

ARTEPs
AMTEPs
DS1 (HEAT), 1983
ARI (ACCES), 1988

BEHAVIORAL SYSTEM
Decision Making

Ryan, 1969

Krumm, et al., 1970

Krumm, et al., 1973

Robins, et al., 1974
Askt, 1982

Athans, 1982

Metlay, et al., 1985

Computer Technology

Findley, et al., 1974, 1975
Obermayer, 1975

Pritchard, 1977

Albert, 1980

Witus, et al.,, 1984

SYSTEM ORIENTED
Information Processing

Bouthonnier and Levis, 1984
Cothier, 1984

Tomovic and Levis, 1984
Cothier and levis, 1985
Wilcox, et al., 1987

Architecture

Bean, et al., 1983
B:gler, et al., 1934

NETWORK

Skachko, et al., 1968
Ivanov, et al., 1977
Barber and Kaplan, 1979
FM 101-5

Krupenevich, 1984
Moore, et al., 1986

. > - — — > aus. gut " S e

lDiscussed in the review as a

separate case because of its unique nature.




LITERATURE REVIEW

Implementation Models

The single most important set of command and control models is the explic-
itly and implicitly stated set of models that appear in official Army documen-
tation which describes how command posts are organized, how they operate, and
what changes are being considered as new command and control enhancements are
developed to rsplace the manual systems of today. Models In this category are
of two types. OSome define the structure of a command post and others define
the command decision process. Thus, there are documents, such as Field Circu-
lar 101-55, Corps and Division Command and Control, which describe the equip-
ment, layout, staffing, communications, and other physical factors involved in
defining a command post. There are also documents, such Field Manual 101-5,
Staff Organization and Operations, which describe the military decision-making
process and how the command staff supports and executes the commander's deci-
sion processe Documen*s such as these and individusl Army unit command post
and command group Standing Operating Procedures are the basic models of exist-~
ing and seriously considered command and control options.

Field Circular 101-55 (U.S. Army, 1985) shows the equipment, personnel,
and layout of a variety of corps and division command posts. The heavy divi-
sion material covers 31 pages. The Field Circular 101-55 material is represen-
tative of this genre of models in that it defines the physical arrangement of a
CP, specifies the equipment available at each cell, indicates the number,
level, and type of personnel assigned, and defines the equipment and contacts
available for communicating among cellis and with external units. Field Circu-
lar 101-55 also provides a section that lists "staff battle tasks" in a format
that assigns tasks to specific staff sections. Models of this type define the
official structure of the command post that they describe. Such models are
availznle for corps, division, brigade, battalion, and indeed, probably every
level of command post. There are tailored versions, Standing Operating Proce-
dures, for individual units, e.g., 11D, 1lAD, 1I1 Corps, etc. These models and
the corps and division conceptual models from Field Circular 101-55 form an im
portant set of models which are in a sense the bottom line implementational
models.

A related set of models results from the existence of official documents
which describe what is generally called the military decision making process.
Army Field Manual 101-5 (U,S. Army, 1984), Staff Organization and Operations,
shows a decision making sequence, which relates staff actions to the command-
er's actions (see Figure l). The Field Manual also provides supporting models.
For example, it expands on the process shown in Figure 1 by providing a block
diagram (model) which further details staff seztion (Gl, G2, G3, G4 and G5) a=~
tivities, it provides a list of actiors, or tasks, which must be accomplished,
and it describes the relationships between staff sections which occur as these
tasks are accomplished. Between them, these two types of documents, with their
incorporated model information, successfully define both the command and con-
trol process and the actual physical environment (people, procedyres and equip-=
ment) in which the command and control process is conducted.
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Figure 1. Military Decision-Making Process as shown in FM 101-5 (U.S. Army, 1984)




Other specifically military command and control models and related theory exist,
but some of it is best discussed elsewhere since it does not appear in docu-
ments which, by theilr nature, make the material implementational ir intent.

Organizational Models

The general class of models termed Organizational models appears to have
evolved from an organizational theory view of the command and control process.
It is convenient to treat this class of models as consisting of three subgroups
and a single study, so anomolous, that it can best be treated alone. The thrze
subgroups are: organizaticnal process models that have a taxonomy or functlon
definition thrust; organizational process models that have a decision making
thrust; and organizational models which evolve from an evaluative intent. The
final section deals with a model that appears to be of the Organizational-
Process, (taxonomy or function) type but which attempts so much that it stacds
apart from others in thls category or even in this general class.

Organizational-Process (Taxcnomy or Function) Models

The most lmportant work in this category is almost certainly a series of
research efforts reported by Olmstead and his cc-workers. Olmstead adapts the
theoretical work of Schein (1965) and Bennis (1966) in the area of organiza-
tional systems theory in is'der to develop concepts about the processes which
lead to command and control effectiveness. Olmstead's adaptation of past theo-
retical work in organizations is applicable to the management of a varlety ui
organizations, including the command and control organization, and it is this
latter application whici is reported in Olmstead, Christensen, and Lackey
(1973). This effort r. resents one of the few reports in the literature of
attempts to explore o model command and control functions with the use of an
organizational or be! ivioral theory.

In general, sy:rams theory argues that an organization is in interaction
with a dynamic env.runment, (an environment which itself consists of many other
organizations or cystems) and that an organization is best understood by study-
ing the way it al.ipcs to its environment. The system can then be specified in
terms of the pr- :wcuses it employs to cope with the environment and, thereby, to
fulfill its fur:tfon. In & systems theory approach, organizational behavior is
determined by dyaamiec problem solving processes which are used by the organiza-
tion in adapting to specific situations that arise in the environment.

Accordirg to Schein the dynamic problem solving process used by the
organization to adapt occurs through a six phase cycle called an "adaptive
coping cycle.” The sequences of activitiles or processes used to adapt to the
environment arve:

l. Seusing a change in the internal or external environment.

2. iuwporting the relevant information about the change into those parts
of the orpanization that can act upon 1it.

3. Changing production or conversion processes inside the organization
according to the information obtained.




4. Stabilizing internal changes while reducing or managing undesired
by-products (undesired changes in related systems that have resulted froa the
desired changes).

5. Exporting new products or services that are more in line with the
originally perceived changes in the environment.

6. Obtaining feedback on the success of the change through further
sensing of the external eavironment and the degree of integration of the
internal environment.

According to Schein, all organizations will use this adaptive coping cy-
cle; but some will do it better than others. In later adaptations of Schein's
work Bennis advanced the concept that 'when organiza“-ions are viewed as 'open
systems, ' as adaptive structures coping with various environments, the most

significant characteristic for understanding effectiveness is competence."

According to Bennis, organizational health or competence can be defined by
the following criteria:

Adaptability: 7The ability to learn from experience and modify behavior as
a result; provide a flexible response to the environment.

Identity: The extent to which an organization knows 'who it 1s"; under—
stands its function or mission; has its goals accepted by its persomnel.

Reality Testing: The abliity to assess or sense properties of the
environment.

Thus for Bennis, the competent organization identifies its goals, assesses its
environment and learns from that environment. It does this through the appli-
cation of problem solving processes ralled the adaptive coping cycle.

These concepts - organizational competence, organizational effectiveness,
and organizational adaptation - form the cornerstone of the Olmstead model as it
is applied to command and control. This model is harmonious with systems the-
ory views, and is in agreement with Bennis's view that the cowmpetence of an or-
ganization is based upon the quality of its dynamic problem sclving process or
adaptive coping cycle. Olmstead believes that formal organizational structural
or social psychological variables impact effectiveness or competence only to
the extent to which they impact the quality of the organizati-nal processes
invoived in the adaptive coping cycle.

In the Olmstead, Christensen and Lackey (1973) model of command and con~
trol both organizational process and organizational competence criteria are
defined., Organizational processes are defined based upon the components of the
adaptlve coping cycle. Organizational competence criteria are defined by using
a modification to the criteria outlined by Bennis., Processes are theam grouped
in terms of wrich criteria of organizational competence they most directly im—
pact.




The organizational processes identified in the Olmstead model for assess-
ing command and control include:

l. Sensing, the process by which the organization acquires information
about the external and internal environments.

2. Communicating Information, the process of transmitting information
that is sensed to those parts of the organization that can act upon it.

3. Decision Making, the process of making decisions concerning actions
to be taken as a result of sensed information.

4, Stabilizing, the process of taking actions to maintain internal sta-
bility and lntegration that might otherwise b2 disrupted as a consequence of
actions taken to cope with changes in the organization's environments.

5. Communicating Implementation, the process of transmitting decisions
and decision-related orders ar. ‘nstructions to those parts of the organization
that must implement them.

06, Coping Actions, the process of executing actions against an environ-—
ment (external and internal) as a consequence of an organizational decision.

7. TFeedback, the process of determining the results of a prior action
through further sensing of the external and internal envi._ >nments.

As mentioned above, Bennis' competence criteria are modified in the devel-
opment of the Olmstead model. The authors drop "Identity" because of its so-
cial-psychological natur¢ and add "Integration'" because of its operational
nature. Integration is c«cfined zs the "maintenance of structure and function
under stress,'

Each of the seven identified organizational processes can be related to or
grouped with one of the components of competence as shown below.

Competence Component Organizatioral Process
Reality Testing Sensing, Communicating Information,
Feedback
Adaptability Dec’.sion Making, Communicating

Implementation, Coping Actions

Integration Staonilizing

Systems theory holds that organizations that adapt better will be more
effectives. The Olmstead model similarly predicts there will be positive corre-
lations between measures of individual and group performance on the adaptive
organizational processes and of the competence measures with a eriterion of
organization effectiveness. Olmstead's design and methods are beyond the
scope of our review which is focused on models rather than on experimentation




or validation of the same. However, Olmstead's results indicated high levels
of correlation between effectiveness and competence (.93). Effectiveness also
correlated with reality testing (.96) and adaptability (.79). The correlation
between effectiveness and integration was non-significant, and of the process
components only stabilizing and feedback also had low and non-significant cor-
relations with effectiveness.

In lmplementing the experimental procedure, Olmstead et al. found that
ratings on the seven processes were specific enough to define a variety of
subprocesses. Thus, Olmstead's model has three levels: competence components,
(3), organizational processes (7) and organizational sub-processes (19). The
relationship of the three components to the seven organizational processes have
already been noted. Table 3 shows these relationships and the sub-process re-
lationships.,

Later a modification to the origiral Olmstead model was developed by
Olmstead, Baranick, and Elder (1978) and applied to brigade command groups.
Eleven brigades participating in Computer Assisted Map Maneuver System (CAMMS)
exercises were selected for the study. As in Olmstead et al. (1973), this
study was designed to identify process and competence components of organiza-
tional behavior that lead to successful performance and effectiveness. The
model is structurally Identical to the earller Olmstead model but differs in
terms of content. While the structure of the model is unchanged, only one of
the original competence dimensions and two process measures from the original
model were retained. The organizational process behaviors that are Included
and which define organlzational competence in this revised model are presented
in Table 4.

It is probably worth noting that in the earlier Olmstead et al., (1973)
work the correlation between an overall organizational competence score, de-
rived frow the various competence components, and the organizational effective~
ness measure (quality of decisions) was .93. A correlation of .93 indicates
that good staff work accounts for 86% of the variance in determining 1f a qual-
ity decision will be forthcoming when the time arrives. Clearly there is merit
to the widely expressed concept that the purpose of a staff 1s to keep the comr
mander from making mistakes.

In the later Olmstead work (Olmstead et al., 1978) the correlation between
two less rigorously determined organizational competence measures and a battle
outcome based effectiveness measure was .63 and .67, still quite large but only
high enough to suggest that organizational competence accounts for about 427% of
the variance when battle outcome is used as the effectiveness weasure. Some of
this reduction in the measured relatlonship was certainly due to the use of
less rigorous, subjectively obtalned organizational competence measures. It is
likely, however, that a good deal more of the reduced relationship was due to
the fact that even at the hattalion level dealing with a thinking, reacting
enemy introduces a considerable uncertainty into any battle situation.



Table 3

Relationship of competence components, organizational processes, and
subprocesses (from Olmstead et al., 1973}

REALITY TESTING

Sensing

Passive Sensing

Active Sensing

Sensing Action

Sensing of Brigade Decision
Sensing of Platoon Recommendation

Communicating Information

Communicating Information Sensed
Compunicating Information, Discussion, and Interpretation
Communicating Recommendations
Feedhack
Feedback Action
ADAPTABILITY

Decision Making

Decision Leading to Active Sensing
Decision Leading to Sensing Action
Decision Leading to Stabilizing Action
Decision Leading to Coping Action
Decision Leading to Feedback Action
Decision to Rescind a Previous Decision

Communicating lmplementation

Communicating Implementatiou About Decisions
Communicating lmplementation, Discussion, and Interpretation

Cog;qg Action

Coping Action

INTEGRATION

Stabilizing
Srabilizing Action —




Table 4

Olmstead, Baranick, and Elder (1978) Model

Process Dimension1
Information Acquisition and Information Acquisition
Processing Providing Information and
Intelligence
Adaptability Anticipating Contingencies

Timeliness of Adjustments in
Plans and Operations

Implementation Planning
Decision Making
Coordination
Communication Communication
Supervision and Control Responsiveness to Subordinate

Unit Regquirements

Amount of (ontrol and Supervision
Quality of Supervision

Clarity of Objectives

Clarity of Roles

While Olmstead's basic concepts are similar in this study to those in his
previous work, it is important to realize the great flexibility in this kind of
a model. As was stated, only one competence component appears in both the
original and modified models, and of the 15 processes defined in this model,
only two (decision making and communications) also appear in the original. It
becomes evident in reviewlng the tresearch that the actual model content is
highly dependent on the perspective of the researcher rather than upon empiri-
cal data or taxonomy of actual tasks, duties, and functions of the command and
control group.

Other work reported in this category has not been as influential as the
research just discussed. Finley, Muckler, Gainer, and Roe (1974) and Flnley,
Muckler, Gainer, and Obermayer (1975) define command and control as the manage-
ment component of command and control aystems and identify six major activities
of this management component in order to achieve mission ¢oals. These activi-
ties represent one of the few attempts in the literature ‘o create a taxonomy
to define the functions of a command and control componrent and as such repre-
sent a rudimentary command and control model:

lihat Olmstead, Baranick, and Elder (1978) have labeled as process appears to be
most similar to competence in Olmstead et al. (1973), what they have labeled as
dimension seems most similar to organizational process.




1., Define general and specific system goals and standards. The command
and control element needs to define and clarify the goal (and standards) for
all system elements.

2. Define procedures and techniques by which the system will achieve its
goals. This activity allows for integration of the procedures of the sub-
systems and needs to be sensitive to the possibility of over rastricting the
subsystems with detail.

3. Define constraints under which the system will operate. This activirty
indicates what each system cannot do and enables the appropriate delegation of
authority throughoutr the cystem.

4, Responsible for the level of system performance achieved. This
implies that the command control element is accountable; accountability ought
to lead to understanding why performance deviates from standards.

5. Responsible for defining precisely the optimal interaction between
management activifties within the command and control component and the rest of
the system. That is, the command and control element needs to determine "how
much" management needs to be provided to the systems.

6. Define precisely system data acquisition, data processing, and infor-
mation needs for all levels of the system. Command and control specifieg the
datz to be collected for each of the systems in order to avoid collecting too
much data.

In spite of the fact that these studies take a management perspective on
command and control, they develop a model of the command and control structure,
presented here as Figure 2, which is bdased upon "the concepts of modern control
thecry and particularly the sections of modern optimal control theory," (p. 22)
rather than one based upon the management literature,

In the Finley et al. model, command represents a process which transforms
objectives into action in the system. It does this in a hierarchical structure
by interacting with the environment using dats processing and information
acquisition. Since the thrust of the two research effnrts reported by Finley
and her associates was not coumand and control wmodeling as such, her wodel has
not had much effect on subsequent efforts.

Later in the decade Miller, Rice, and Metcalf (1979) reported a methodol-
ogy for describing command and control activities in the U.S. Navy. Again,
this is not, in a technical sense, a model of command and control., Instead, it
is focused on a specific need, that of matching command and control activities
with decision aids. Despite this narrow intent, the methodology could be of
value in the development of a command and control model.

The first step in the Miller et al. methodolugy is to define the dimen-
sions along which command and control decisions are made. These dimensions or
decision categories are provided in Table 5. According to this model, any
decision making activity in a command and control setting czn be defined slong
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these dimensicns. The second step in the methodology is to develop a taxonomy
of decision characteristics. These characteristics include such things as the
decision maker's resources, the importance of the decision, quantity of infor-
mation available, and other things.

Table 5

Dimensions of the Taxonomy of Decision Categories (Miller et al., 1979)

A. Level of Command-

i. Fleet
2« Task Force
3. Unit

B, Type of Warfare

1. Air Strike

2., Anti-Adircraft (AAW)

3. Anti-Submaripc (ASV)

4. Awphibious

5. Surface

€. Intelligence

7. Logistics

8. Other Support Activities

C. Decision Function
1, Specify Subobjectives or Subtasks
2, Select Assets to Accomplish Each Subjective or Subtask
3. Position Forces and Specify Timing
D. Decision Context
1. Planning

2. Execution
3. Emergency

The point made by the authors is that all of the characteristics in the
second taxonomy are important criteria for the selection of appropriate deci-
sion aids. Thus, decision making activities can be described usiug the first
taxoncmy and then analyzed using the second taxonomy. This leads to good
decisions about the use of decision aids. It appears that the attempt to
taxonomize decision relevant parameters is a worthwhile approach. It would
rest on stronger grounds hcwever if there were a systematic method for defining
decision categories and characteristics. The autliors do not describe how
these dimensions were developed and do not devzlop their concepts enough for
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them to have been significant ir influencing later work. 1t appears to be a
reasonable conclusion that of the organizational based modeling efforts re-
ported in this category, the most important work is that of Olmstead and his
various coworkers.

Organizational, Process (Decision Making) Models

Organizational-Process models that appear to be oriented toward the deci-
sion cycle, as opposed to having a taxonomy or function thrust, are more common
than other model types. This class of model seems to have begun to arrive
shortly after Olwmstead and his coworkers transferred the adaptive coping cycle
concept from organizational theory to the command and control research arena.
Representative models in this class do not appear, however, to be based on the
adaptive coping cycle concepts Indeed, it would seem that it was the Zeitgeist
that led to the movement toward decision making models that involved cyclical
interactions with the environment. 1t appears that a Naval War College study
by Mafllefert (1974) was one of the earliest examples of this model type.
Maillefert describes a command and control model which includes both a decision
mahing process and an interaction with the environment. According to
Maillefert, the decision making process requires the use of information and
coumunication systems. The decision process itself includes a definition of
the probleam, diagnoses, search for information, development of options, and the
selection of a course of action; these steps are not very differemt from many of the
other military decision making models., Figure 3 shows the mode]l Maillefert
provides which he says summarizes the key elements of the control cycle.
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R Planning
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Figure 3. Decision Node, Control Cycle and Interaction with Environment (Maillefsrt, 1974).




Maillefert presents his model primarily as a control model and states
that:

Conmand and control is an input/output system designed to allow the
maximum integration of all necessary information to produce a mean-
ingful and realistic context for the commander, at each echelon's
nodal point, to make decisions pertaining to the planning, directing,
and coordinating necessary for his mission. The system uses communi-
catjons for the transfer of information and this must be interactive
throughout the organization: . « .(p. 14)

later, the author quotes the Webster's Dictionary definition of control
(control = to exert a restraining or directing influence on events) and states
that the figure shows the key elements of the control cycle or sequence by
which the decision—maker can fulfill his intentions through modification of
other parts of the system via the medium of communications.

Other models of this type followed with some variations, and, in some
cases, limited attempts at integrating prior efforts also followed. For exam—
ple, in order to assess the role of time or timeliness in a cowmand and control
system, Lawson (1980a) first needed to develop a model of the command and con-
trol process. This model (Figure 4), which describes a decision making process,
is conceptually similar to the military decision making model described else-
where. The Lawson model can be applied to a command post or headquarters con-
sidered as an organizational decision making entity or it can be applied to a
specific person or commander as an individual process. The model states that
the command and control system needs to:

® Sense the environment

® Process information

e Compare present and desired states
¢ Decide on an action

e Act

This process is iterative in that after acting, the system continues to sense
or monitor the environment for changes that create further decision require-
ments.

The hierarchical nature of the model should be stressed. Supervisors can
direct an action of their subordinates or they can set a desired state (objec-—
tive) required of a lower echelon. Once the desired state has been set, subor-
dinates will use their command and control process to achieve that goal. It is
within this framework that Lawson examines the role of time and its impact on

command and control systems using a mathematlical apprcach that is beyond the
scope of this review.
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In another version of this model, Lawson (1980b) revises the manner in
which he considers the intelligegce aspect of the decision process. This later
model, referved to as Lawson's C°I Model, specifically includes an intelligence
process component that interacts with the environment and the commanc and con-
trol process (see Figure 5). 1In Lawson's earlier model, the intelligence func-—
tion was simply assumed to be part of several of the stages of the model
including Sense, Process, and Decide.

Later, Orr integrated Lawson's C31 model with a combat process model of-
fered by Boyd (1981)°. Boyd's model is developed from his concepts about air
to air combat and air warfare, and is more nearly a combat process model than a
coumand and control model. According to Fallows (198l), what matters 1is "'get-~
ting inside an adversary's 0-0-D-A Loop." This "loop" consists of a cycle of
(0) observing the enemy's actions, (0) orienting oneself to the unfolding sit-
uvation, (D) deciding on a course of action and then (A) acting (Figure 6). The
principle is that the side which can complete these cycles more quickly will
ultimately prevail. Fallows, in discussing Boyds model says:

The ultimate purpose of these maneuvers, in Boyd's view, is not to wear
down the enemy's forces, put to destroy his view of the world . . « (rom
Clausewitz, Boyd took the orinciple of reducing one's own "friction"
(through simple equipment, decentralized coummands, etc.) as one key to
success. From Sun Tzu, he took the premise that the enemy could be
destroyed if his friction was significantly increased.

Orr's integration of the Boyd and Lawson models 1s presented as Figure 7.
Note that unlike the other decision making models, this model includes an in-
teractior with higher and lower echelons as well as the direct inclusion of the
Intelligence Analysis blocks The Sense block in this model is identical to
Boyd's Observe block while Process and Intelligence are comparable to Boyd's
Orient block.

Another model from the same time period appears in a report by Wohl (1981)
which describes the SHOR model of decision making. According to Wohl, there
are four elements in ¢ mmand and control decision making - stimul.is, hypothe-
sis, option, and response. Each of these elements include specific functions
and process specific kinds of information (Figure 8). While at first this
model may appear to be structured differently than the others, the dynamics of
the SHOR model are quite similar. When presented in a different format (Fig-
ure 9), the similarities of this model to what has been referred to as decision
making models are apparent.

lore references the Boyd model to Patterns of Conflict, a briefing Colonel Boyd
presented at the Air War College, Maxwell Alir Force Base, Alabama on 29 Septem—
ber 1961. Orr notes that at the time of his thesis, dated July 1983, Boyd had
not published his concepts but that they had appeared in discussions by cther
authors including Fallows (1981).
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Generic Elements Functions/Required information Processed
Gather/Detect
Stimulus - Capabilities, Doctrine:
(Data) Filter/Correlate Position, Velocity
S — Type; Mass, Momentum,
Aggregate/Display § Inertia; Relevance, and
Trustworthiness of Data
Store/Recall
Hypothesis Create Where am {?
(Perceptllon) g Where is the enemy?
Alternatives M
H Evaluate m | Whatis he doing?
: How can | thwart him?
2 How can | do him in?
Select R
' Am | in balance?
S How long will it take
) Create c meto ...?
Option ¢ How wili it look in
(Response E ... hours?
Alternatives) Evaluate C | Whnat is the most important
0] :* thing to do right now?
S How can | get it done?
Select M
The air tasking order:
Plan Who
Response What
(Action) ] When
R Organize Where
How
How Much
Execute The Near-Real-Time

Modification/Update

Figure 8. Anatomy of Tactical Decision Process - the SHOR Mode! (Wohl, 1981).
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Rios (1985) describes command and control as the commander's process to
focus the etforts of a force. His model includes: Assessment, Intent, Plan-
ning, and Execution as the steps in the process. According to Rios, Assessment
is the process of defining the capabilities of one's own and the enemy's
forces; Intent describes the coumarder's will or decision outcomes based upon
the Assessment; Planning synchronizes maneuver and support at the right place
and time; Execution 1s directly related to the "act" block of other models (See
Figure 10). Rios' model is used to support his examination of the implications
of the comuinications process problems which have traditionally interfered with
the execution of the commander's intent in real battle situations. He ob-
serves, not unwisely, that problews in controlling forces arise in tactical
headquarters as they are forced to rely on vulnerable communications systems o
exert thelr control and maintain their awareness of the battle.

Another model which probably owes its heritage to the Lawson models is
reported by Sweet, Metersky, and Sovereign (1985). The authors report on the
results of an interdisciplinary, interagency workshop held to develop modeis
and evaluation techniques for command and control. An expert panel (Land,
Bean, Godfrey, Grange, Newman, Snyder, 1985) at this workshop developed a
conceptual model of the command and control process which is presented as
Figure 11. The model includes six basic stages:

Sense: The collection of informatinsn about the environment.

Assess: The transformation of basic data into information zbout inten-
tions and capabilities of enemy and friendly forces.

Generate: The development of alternatives, based upon specified criteria
in order to achieve a desired state.

Plan: The development of implementation details to execute selected
alternatives.,

Direct: The distribution of decisions te the forces.

The Land et al. model expands slightly on the Lawson wodel. Whereas
Lawson speaks of a "decide" phase, the Land model breaks this phase down into
"generate alternatives" and "select” a course of action. Whereas Lawson's
model includes a phase called "act," the Land model breaks this phase into
"plan" and "direct."

In spite of this somewhat increased fidelity in the Land model, Lawson's
model is superior for several reasons. It adequately deals with the interac-
tions of several organizational levels. In the Lawson model a higher echelon
can direct the actions of lower echelons by providing information about the
desired state to lower echelons. This ability is not explicitly recognized in
the Land model. 1In addition, in the Lawson model a lower echelon can provide
information or feedback to a higher level. Again, this is not explicitly
described in the Land model.
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Models of the type just discussed are rather well accepted, in one form or
another, throughout the command and control community. For example, a U.S.
Army Command and Control Operational Concept paper (1987a) provides a model of
command and control that is relevant to the Airland Battlefield. In this model
the major activities of the commander are decision making about the employment
and sustainment of force. These activities are executed through the military
decision maling process which is called here C’1 (cowmand, control, communica-
tions, and intelligence). According to this report, in some of the literagure
thils sane process is referred to as C (cgmmand gnd control). But since C
assumes communication and intelligence, C° and C-I are equivalent terms. A
model of this command and control precess referred to as the military decision
making process 1is presented as Figure 12.

Missicn: Highar Command Leve!
Acquire Enemy: Intelligance

Terrain: Intelligence

Troops: Contral (Status)

Determine
Command .
1 Communicate
< Force >
Direct
. Environment
Communicate

Figure 12. Command and Control Process from the U.S.
Army Command and Control Operational
Concept Paper (1987a).

According to this model, the intelligence function gathers information
about the enemy and environment and provides it to the commander and staff.,
The control function determines if friendly troops are "in consonance with the
intent of the commander" by providing information on their status. Note that
this model is primarily focused on decision making and that the major product
that flows through the system is information. Intelligence information, con-
trol information, and wmission information from higher levels are all input or
acquired by the command function. This function estimates the situation (De-
termines) and Directs the application of power. Communication is the means by
which information flows through the system, The basic ideas in this model have
been seen repeatedly in many of the process models discussed earlier. These
models all tend to inciude a basic decision making process, an interaction of
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the system with the environment and a concern with information flowing through
the system. The Army Command and Control Operational Concept paper also offers
a paradigm for the command and control process, the human body. In this anal-
ogy, the senses acquire information and the information is sent to the brain
through a communications system for decision making. The sequence ends with a
transmission which results in an action by the neuromuscular systems In a
later version of the paper (1987b), a step (Assess) 1s added but the model re-
mains relatively unchanged (See Figure 13).

MISSION: HIGHER CONTROL SYSTEM

ACQUIRE ENEMY: INTELLIGENCE
TERRAIN: INTELLIGENCE
JROOPS: CONTROL (FEEDBACK)

COMMAND ASSESS

COMMUNICATE

™~

\
ENVIRONMENT

COMMAND DETERMINE

CONTROL DIRECT

Figure 13. Command and Control Process from U.S. Army
Operational Concept Paper (1987b).

It is interesting to note that there atre some similarities between
Olmstead's model based upon Management System Theory, the Finley model which
taxonomized command and control tasks and the various decision making mndels.
Both the Flnley and Olmstead models actually provide a taxonomy of functions or
activities required by the command and control component. The Finley model is
focused on command and control component goals while Olmstead focuses on func-
tional activities ostensibly to achieve similar goals. The functional activi-
ties in the Olmstead model are not very different from the "blocks" of
activities described in the decision maker's models. That 1s, there 1s not
much ditterence between the decision making aodel's concept of "acquire" and
Olmstead's concept of "reality testing"; between decision making's "determine"
and "adaptability'; and between "act" and "integration.,"
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A final model of this type which needs to be discussed here is best known
as the HEAT model. (HEAT is the acronym for the Headquarters Efifectiveness
Assessment Tool.) In the HEAT model (See Defense Systems, Inc. [DSI]), 1984),
the command and control process in a headquarters is considered an adaptive
control system with six steps as shown in Figure l4. The steps of the head-
quarters cycle are described in DS1 documents as:

Monitor. The headquarters staff must obtain information concerning those
aspects of the environment that it wishes to control. The quality of monitor-
ing can be measured by directly comparing the perceptiou. in the headquarters
to reality. A secondary measure is the age of the information available to the
headquarters.

Understand. The headquarters staif processes the avallable information to
produce an assessment or understanding of the situation, i.e., a set of hypoth-
eses about what is going on now and what c¢an occur in the immediate future.

The quality of the assessment or understanding of a situation can be assessed
by measuring how correctly the set of hypotheses developed and considered by
the headquarters staff matches what really occurs.

Alternative Actions. The headquarters staff develops alternatives speci-
fying what can be done to alter the situation understood to exist. The quality
of alternatives can be measured by determining how well they address the hy-
pothesized situations in the understanding.

Prediction. For each alternative action considered, the headquarters
staff makes a prediction about consequences. This includes at least two ele-
ments whether the material and force assets exist or can be assembled to carry
out the alternative and what the enemy's response to it will be. Predictions
can be evaluated by determining their completeness and the correctness of those
predictions which are tested by the plan adopted.

Decisions are made on the basis of the predictions. There are no direct
measures of decision quality in the HEAT system. However, decisions always
take the form of a plan to be implemented, specifying missions, operating
boundaries, assets, and a timetable for subordinate forces. The measure of
effectiveness in the HEAT methodology is how long the plan works.

Direction. Plans are coomwunicated to the appropriate organizations in the
form of some directive. The correctness of directives can be assessed by exam-
ining the extent to which the decision and plan are correctly stated.

The HEAT model represents a good transition to the final two categories of
organizational models; HEAT's concepts were created as part of an attempt to
develop an evaluation process and although the basic model is a decision cycle
based model the addition of certain concepts create a more sophisticated model
with clear evaluation features. A derivative of HEAT, called ACCES (The Army
Command and Control Evaluation System) is also of this type. A joint develop-—
ment of AKI and uSl, it is described in the next section when HEAT 15 revisited.
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Organizational, Evaluative Models

Attempts tc develop systems to evaluate command and control activities can
provide an implicit model of the command and ccatrol function. Two evaluation
systems are discussed below: Headquarters Effectiveness Assessment Tool (HEAT)
and the U.3, Army Training and Evaluation Program (ARTEP). The HEAT system is
based upon the model described earlier. The ARTEP system has additional model
features, discussed below, which expand it and form the basis of an evaluation
system.

The DS1 (1985) Model of Command and Control forms the basis of a method to
evaluate headquarters command and control operations. This evaluation system,
the Headquarters Effectiveness Assessment Tool (HEAT) has been developed for
the assessment of what DSI describes as the command and control cycle activi-
ties for echelons above corps. The basic HEAT methodology consists of three
sets of measures and a related model, explicitly stated, of the command and
control process. The basic model defines the adaptive control cycle that forms
the basis of the evaluative procedure. The mod=l developers added another di-
mension to thelr model in the form of eflentiveness measures based on the demr
onstrated success of the adaptive control cycle. By supporting these basic
concepts with a series of measures that reflect how well five of the six cycle
rhases (decide is not measured) are performed, how well counmand post coordina-
tion ‘s accomplished, and how well the various locations (nodes) in the command
and control share coumon—--and correct——views of the situation, HEAT creates a
diagnostic capability which permits command group performance to be compared to
conmand group effectiveness.

There are two major indications of effectiveness in the HEAT system. Ac-
cording to the HEAT User's Manual (1984), the basic overull measure of the ef-~
fectiveness of headquarters is the "average percent of expected time that
plans. . . are actually in force". The headquarters, of course, identifies
either explicitly or implicitly how long a battle plan is intended to last.
The second measure is based on how a plan degrades in those cases where new
plans are required. The HEAT model perceives three "replanning' situations
each based on how deviant the actual situation differs from the situation the
plan attempted to create. The difference, termed incongruence, may be minor,
moderate or major. In a minor incongruence situation, no change of plan is
needed except for adjustments which can be made by the persons in the command
post who are monitoring, and fighting, the battle as it progresses.

Moderate and major incongruences represent the development of situations
that the current plan is not able to handle. In cases where understandings,
alternative developments, and predictions already made are such that the unfold-
ing events are within a set of contingencies already considered, the incongru-
ence 1is considered moderate since the work already done permits new decisions
and plans without redoing the complete decision cycle. 1In theose cases where
the incongruence is so large that it was not considered as a possible contin-
gency, a complete cycle 1s required. These threce situations, and the basic
model, are diagrammed in Figure 15.
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ARI, working with the contractor who developed HEAT, bhas modified the HEAT
concepts and revised the HEAT model to better support a command and control
evaluation system for Army corps, divisions, and brigade headquarters. The sys-—
ten is referred to as the Army Command and Control Evaluation System (ACCES).

The ARI-ACCES model, as described by Crumley (1988a, 1988b) incorporates
four major concepts. First it depicts a six phase decision cycle: monitor,
assess, generate, decide, plan, and direct. The second concept addresses the
need for tasks which must be performed to support the decision cycle related
command and control processes. These tasks, called Alpha and Beta tasks in
the model, refer to how well the battle staff passes information throughout
the varicus command post sections and how well the command post maintains its
relationship with the exterior worlds The Alpha measures relate to coordi-
natlon, CP network capability, and maintaining a common perception of the bat-
tle. The Beta measures deal with reporting to higher echelons, coordinating
with major subordinate commands, and the time required to distribute and clar-
ify orders to all critical users.

ACCES provides measures for five of the six decision cycle phases and the
two sets of support tasks. ACCES does not measure the decide process. Instead
the third ACCES concept is that how well the decision survives provides a sub-
tle, indirect measure of battle plan effectiveness. ACCES, like HEAT, postu-
lates that good plans last longer than bad plans. ACCES does not use plan
duration as the measure. Instead the number of basic assignments changed from
those in the original battle pian is tallied over the expected life of the
plan. The division command posts' assignments are missions, assets, schedules,
and boundaries. 1f many changes are needed ACCES infers that the planning
process was less effective than if there were few or no changes.

By describing command and control using these concepts ACCES avoids the
need or even the appearance of a need, for ACCES observers to evaluate the
quality of a plan or the correctness of decisions. Instead command and control
effectiveness is indirectly inferred from the action of senior decision makers
who, as they look at how the battle is progressing, decide when the situation
needs corrective action from their level and how major an action must be under-
taken. This approach enables the modelers to consider the competence of the
command post and its resulting effectiveness independent of the need to evalu-
ate the competence and effectiveness of the totality of the unit being com
manded, but to do this in a context, as depicted in Figure 16, which permits
such comparisons when unit data on competence or effectiveness is avallable.

Command Post Division
Organizationa Organizational Unit Unit
Competence Effectiveness Competence Effectiveness
----------- e TN o

Decisions Doctrine, Mission
Tr?:;sngo s Pians OFFOR, Other Resources
: Ps |

Figure 16. Command post vs. unit commanded model (Crumley, 1988b).




The fourth concept deals with the magnitude of the deviations, or incon-
gruences, that occur as a plan is exposed to the machinations of a thinking
enemy. There are five levels of deviations, each is based on how the immediate
or perceived future situation differs from the situation the basic plan was
trying to create. When things are going “according to plan" only tactical or
minor changes are ueeded to maintain the original plan. An intermediate level
incongruence occurs when the original plan can no longer be maintained by minor
and tactical changes but a suitable alternative has been previocusly considered
and is available. A major incongruence requires a full trip through the deci-
sion cycle and indicates that the battle staff has been surprised. The chaos
state represvuts Lhe siiuation where the events of the battlie have become so
obscured that there is not enough understanding to support a replanning effort

and, hence, more mnnitoring is needed before an attempt can be made to assess
the situation. Figure 17 depicts the ACCES model.

COMMAND POST EXTERNAL
d DECIDE PLAN DIRECT
| 4
/ .
MINOR
ALPHA
TACTICAL
-  J
GENERATE ASSESS
PREDICT UNDERSTAND MONITOR

\

\ CHAOS

MAJOR

‘_———.
INTERMEDIATE /

Figure 17. ACCES mode! showing decision cycle steps, ancillary tasks, plan
degradation levels and the relationship of internal and external factors
from Crumley (1988b).




A major training and evaluation tool, the Army Training and Evaluation
Program (AKRTEP) has been developed by the U.S. Arumy. Some of these training
programs ave developed for use as command post evaluations and therefore repre-
sent, at least implicitly, a command and control model. ARTEPs exist at pres—
ent for battalion, brigade and division command posts. Barber and Kaplan
(1979) have provided a figure, reproduced as Figure 18, which diagrams battal-
ion ARTEP tasks. The AKTEP model of the battalion command and control process,
only implicitly defined in the ARTEP, is a task oriented model of the command
and control process.

Condions. | The TF i given an oral The TF Is actvely engaged Enemy forces presant a
waming and OPORD. In combat with elemerts of serious threat of a vuiner-
the enemy force. abie et to the TF. .
l The TF recelves an (The critical timo).
inelligence summary. 5 Sen O
Battle Enemy {oroes cause
2. Inteiligance the TF to modify Ry
Preparaton scheme of mansuvar.
[ 9 Manage
L CSS Assrts 8. Control
: Operaton
Given y ] 4. 11, Troep
R Devep N .
“mums ) Plan :;._ . Lro.%p. Lead - s, Aﬁc:m-
; Banly [}
Mission Battlefleld Plan ﬁ:’:“"' . rh-
Mission
T 7. Emplo Combat
p'::. Y 1l Bewer
10. Secure
the TF
12. Specha!
Actions

pru— 7 R YT Y

During the battls  =——em—————eecc—ipys

Figure 18. Flow Diagram of the Battalion Command Group ARTEP
(Barber and Kaplan, 1979).

Similar representﬁtions can be derived from brigade and division ARTEPs,
and more recent, AMTEP?, documentation. For example, the Light Infantry, Couwr~
mand Group and Staff ARTEP defines three functiomal areas for division command:
Planning the Battle, Fighting the Battle, and Sustaining the Division. Within
these areas specific tasks and subtasks are developed for the command group
along with recommended procedures to be followed by the various sections for
performing each of these tasks. The responsibility for each of the tasks is
well defined in the model and these tasks are grouped together by: Strategic
Deployuwent, Tactical Command Post, Main Coumand Post, and Rear Command Post.

- — - g By i 1w e

4

'AMTEP refers to Army Training and Evaluation Plan, Mission Training Plan, an
expanded title that recognizes that Division and Corps ARTEPs are mission
oriented.




The ARTEP thus requires a command post architecture and a list of tasks and
activities. All of these required supportive materials are, of course, pro-
vided by documents such as SUPs, FMNs, etc., which constitute the basis of the
implementation type models discussed earlier.

A Command and Control Theory Attempt

The final research effort that needs to be discussed under the general
category of organizational models is one that also fits into the category pre-
viously labeled Organizational-Process (Taxonomy vor Function) Models. It needs
to stand alone, however, because it is an attempt to develop a complete cummand
and control theory and as such it becomes, by its very intent, a different kind
of model than the other models discussed in this review which have a much more
narrow focus.

In their model, DSI (1985) defines seven elements as essential parts of
Command and Control Theory. Each of these elements: (1) Military Environment,
(2) Control Theory, :3) The Command and Control Cycle, (4) Information Trans—
formation, (5) Nondominant Command and Control Countermeasures, (6) Time and
Network Capacity, and (7) Dynamic Adjustwent, will be described below in more
detail.

This model is an attempt to go beyond previous thinking in command and
control in that it includes as part of the model specific concerns about the
nature of warfare as well as an attempt to include thinking about the nature of
organizations. Unfortunately, the organizational perspective is primarily
based on an engineering or control theory modeling with a lesser focus given to
human behavior and activities. More importantly, the elements of a command and
control theory are presented without a real attempt to integrate the concepts.
Thus, the model remains at best a disjointed listing of important issues. Our
view of how the elements of the theory appeatr to fit together are presented
below.

Command and Control Cycle. The most {important of the seven elements of the DSI
Command and Control Model is the Command and Control Cycle. This cycle is
somewhat like the military decision making model; it 1s described as a c¢ritical
set of command and control activities or behaviors. Within the command and
control cycle, as in the Olmstead Model, the command and control component must
adapt to its environment while attempting to achieve its objectives. The cycle
involves the six steps shown earlier in Figure l4., The other six elements of
the coumand and control theory define the nature and constraints upon the com—
mand and control ¢ycle. The command and control cycle is developed from con-
cepts used in Control Theory. The goals of the cycle are c¢uiined ss a result
of the nature of the Military Environment. The cycle operates within and is
constrained by the current nature of warfare which is best described in terms
of Non—-Dominant Counter Measures. According to the model, the job of the com
mand and control cycle is primarily Information Transformation. Communication
is thus a critical aspect of command and control theory, but is limited by Time
and Network Capacity and by DLynamic Adjustments in these network systems. Fig-
ure 19 shows how the researchers depict the relationship of command and control
to their Dynamic Adjustment, Military Pattern, Hovement, and Methods concepts.
The concepts are described in the following manner.
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Control Theory. Control theory examines, from an engineering parspective, the

variety of techniques used to gulde or manipulate a process to a goal or objec-
tive. According to the authors, control theory is directly applicable to com—

mand and control systems because these systems require a variety of regulatory

mechanisms. The regulatory systems described below resolve the randomness and

other disturbances in the command and control implementation process and are

used in an effort to reduce the gap between a desired state and current
achievements.

The authors suggest that there are four types of control systems:
Regulators: Systems designed for specific and preplanned problems.

Error-response: Systems regulated by success or failure (outcomes)
of the process.

Adaptive: An error response system that learns from experience and
that can adapt quickly.

Look ahead: An adaptive system that can avoid problems through the
use of prediction.

All of the classes of control systems may be found within a large command and
control systema

Mil{tary Environment. The nature of the mi)itary environment, described below,
leads to specific gecals for the command and control cycle. The military envi-
ronment is conceived of as consisting of own and other forces. Each of the
opposing sides has the following components:

Sanctuary: A civilian population and resources.
Force: A military force.

Support "pipeline'": The support provided by the saactuary to the
force.

Counterforce attack: An attempt to reduce the opponeunt's military
process.

Sanctuary attack: An attack directly on the sanctuary.

"Pipeline" attack: An attack on the support pipeline from saactuary
to opposing forces.

Counterforce defense: Defense against counterforce attack,

Sanctuary defense: Defense against sanctuary attack.




Each of the opposing sides can choose from among these military options.
Command and control, then, according to this model is the decision making proc-
ess involved in choosing from and then monitoring the implementation of the
chosen options. "Such selection - which implies decisions and implementation
plans - requires command and control." 1In developing thelr options the comwand
and control team also needs to consider which of the following goals it 1is at-
tempting to achieve:

Guidance: Produce plans for action by own forces.

Understand the opponent: Understand the opponent's command and
control process so that you can interfere with opponent's future plans.

Shaping: Understanding the opponent well enough to determine the
opponent's decisions.

Protect: Protect your own process irom the opponent's manipulation.

Non-Dominant Command and Control Countermeasures. The effectiveness of the
comnand and control cycle is reduced by the attempts of the opposing force to
cause error in command and control c¢ycle predictions. These attempts to cause
ervor, to make it difficult to predict the outcomes of a stratagy, are called
countermeasures. Thus, an attempt by one force, for example, to use & search
strategy will lead the opposing force to evade, disguise and spoof. Since
every such measure has a countermeasure, the result is a state of non-dominance
between two opposing forces. That 1s, there is no one ultimate strategy.
"Combat results are inevitably determined by. . . the decisions of both sidz2s."

Thus coumand and control systems must:

o Possess multiple repertoires

e Be able to wmove quickly from one action to another.

e Be able to induce error in the opposition.

® Be able to shape the opponent's actions.
Information Transformation: The control cycle, according to this model, is con-
ceived of as handling a flow of informatioun. Information is selected, modi-

fied, ead then rearranged by the cycle and ylelds directives. Thus, informa-
tion transformation becomes A component of the model.

The authors focus primarily on the use of Iinformation transformation con-
cepts for evaluation purposes. It 1s our belief that the measures developed,
however, could be developed without recessarily basing them on Information
transformation cencepts. Specifically, according to the authors, information




can be used to define three rhings: the actual situation (ground truth), the
estimate of the situation and the target situation or the goals. Couwparisons
among these three variables provide the following measures:

Process quality: Comparison of the actual and expected situation.
It is a measure of the cycle's ability to use information to predict the truth,

Perceived success: Cowparison of the expected situation with the
target situation or geal, It is a measure of the error involved in the contrsl
cycle's estimate of success.

Achieved success: Comparison of the actual situation and target
situation. It is a weasure of the control cycle's ability to achieve its
target.

Time and Network Capacity. A window of time exists, defined largely by the
opponent's capabilities, within which the command and control cycle must occur.
A defensive combat window begins with a prediction of or beginning of an offen-
sive action by enemy forces while an offensive combat window begins with the
staff collecting information about the status of a threat. The combat window
closes with the selectlion of appropriate counter measures,

Military systems are necessarily composed of large forces operating over
large geographic areas with requirements for many different skills., Yo become
coherent (sic), forces are diversified, dispersed, and broken down into ctmaller
units. They thus require a communication network to join them together. The
comnand and control network creates a capacity for information flow or “traf-
fic" which flows between points in the network called "nodes." Required frafric
capacity at each node depends upon how the node is defined.

According to the authors, these factors define a node's required capacity:

® Role - command tasks required.

o Centrality — concentration of authority and control.

e Connectivity - rate at which communications are transmitted between
nodes.

e Functions - composite of role and centrality.
e Structure - elements and their reporting relationships.

e 5ize and Resource Mix - resources available to operate network.

o Procedures - methods of guiding traffic.




Dynamic Adjustment., The authors suggest that the concept of dynamic adjustment
provides an integrating framework to merge the other command and control con~
cepts. 1t states that the components of th= command and control network will
adjust to each other over time. Adjustment can be described using the follow-
ing terms:

e Patterns - geographic arrangements of entities,

e Movement — traffic among eatities.

¢ Network structure — configuration of nodes.

o Connectivity = quality of service for any movement.,

Figure 20 shows how the researchers portray their command and control variables
in a Dynamic Adjustment situation.

As we have suggested, we believe this model requires better development
and more integration so that it can be used for prediction and so that It pre-
sents testable hypotheses. 1t appears that it has been developed with the pri-
mary goal of using its concepts to support development of the command and
control evaluation system, called HEAT, which was discussed earlier. Unfortu-
nately, iu the proposed evaluation system only two factors are stressed--the
goals of the command and control cycle and the cycle itself~-while little in
the wmethodology examines the other supposedly critical components of command
and control.

This apparent lack of consistency does not deter the report's anonymous
authors however, and they do provide some indications of how their model re-
lates to selected performance measures, They indicate, for example, that per-
formance mcasures can be develcoped for each level or goal (see Military Envi-
ronment, p. 41) of the command and control cycle and for each step in the
cycle.

Behavioral System Based Models
There are two types of behavioral system based models; those that evolve
from decision making research and those that exist because of a computer related

impetus.

Behavioral System, Decision Making Models

Military decision making wodels and organizational decision making models
which have been applied tu the command and control function have been presented
under '"Organization Process Models." There 1s also some discussion of the
literature concerning the individual decision making process. Much of this
work has not been applied to the command and control environment and is beyond
the scope of this report. Studles reported on below are those in which deci-
clon making within a command ygioup was wodeled or studied,
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A series of studies conducted for the U.S., Army Research Institute for the
Behavioral and Social Sciences (Krumm, Rowe, and Torpey, 1970; Ryan, 1969;
Krumm, Robins, and Ryan, 1973; Robins, Buffardi, and Ryan, 1974) focused on
developing a methodolugy for assessing and evaluating the quality of decisions
made in command and control military situstions. The Robins, Buffardi and Ryan
(1974) report is representative of these efforts, In theilr study, subjects
were given appropriate information concerning a Command and General Staff Col-
lege (CGSC) developed scenariv which required aeveloping a division in defense
Operation Order (OPORD). Subjects completed the sequential planning phases by
filling out response sheets to record allocation of combat power to the eche-
lons of defense, task organization, and missions for subordinate brigades. The
CGSC school solution was used as the criterion measurement. The subjects' so-
lutions were scored using scales that measured how much their solutions devi-
ated from the CGSC's schoolhouse solution. The quality-of-solution scores were
then correlated with behavioral and bjiographic data to see i1f such data pre-
dicted decision quaiity.

The research outcome is not particularly germane to this review, but re-
sults did show that a dedicated research facility helps make such research pos-
sible and that the schoolhnuse solution, which is, of course, based on expert
judgement, provides a suitable method for determining planning effectiveness.
More important for purposes of this review ig the fact that in order to conduct
the experiment, the authors needed to develop a definition or model of the
military tactical decision making process. This process was termed the "comr
mand cycle" and was packaged as a four-phase sequence. The command cycle
developed by the researchers 1is presented as Figure 21.

A later research effort by Akst (1982) identified and evaluated seven
different command and control decision making "alternatives" in order to
determine differences between these systems., Akst's work was conducted in an A
effort to evaluate different command and control effectiveness levels between
certain existing and evolving systems. The seven alternatives were:

L 3

Full TCO: A current tactical combat operation system being developed. It
provides assistance to the operations and intelligence staff from headquarters
to infantry battalion and squadron operations centers.

Nodally Austere TCO: Identical to Full TCO but eliminates operation
centers at infantry battalions cnd squadrons.

Functionally Austere TCU: Identical to Full TCO but eliminates all
decision alds and large screen display.

Very Austere TCC: 1Identical to Full TCO but eliminates both operation
centers and decision aids.

Wavell: Automated command and control system used by British Army.
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Figure 21. Examples of Typical Decision Situations in the Military Command
Cycle, from Krumm et al. (1973).




Maneuver Control System: Planning and operations command and control sys-
tem the U.S5. Army is developing.

Manual System: Current Marine Corps system information. 1t is maintained
on file cards, status boards and acetate covered maps.

The effectiveness of the alternatives was compared on three levels = the
performance of individual systems, the effect of performance differences on
decision making, and the effect of decision making on battle outcomes. The
predominant sonrces of information for the assessment were 'system simulations
performed at the Marine Corps Tacticai System Support Activity . . . tests of
existing systems that performed functions similar to those planned for TCO
(and) . + . several user evaluations" (p. 4). The individual performance meas-—
ures assessed were timeliness, the time delay between events and actions taken
by friendly forces, accuracy, and improvemenrts due to decision aids.

The effect of performance on decision making was represented by the
following equations which is in effect a model of decision making in the
conmand and control environment:

N*(t) = (1 - PD) N*(t"l) b PD N(t - td) '

Where: N*t = Estimated strength at time t

N(t) = Actual strengtn at time t

Pp Probability of detection

tyg Time delay

Basically, this model of decision making says that the current perception
is a functlon of thz previous perception and new information, which itself may
be old because of a time delay. O01¢ perceptions and new infcrmation are modi-
fied in accordance with a confidence factox.

His results showed that the impact of decisions on battle outcomes could
be evaluated by a computerized model of the command and control process uslng
estimates of the ratio of enemy losses/friendly forces (lossec) after two days
of battlees The model presented in Figure 22 was used for the simulation. It
is, of course, a model of the tasks required to conduct command and control,

A differeat model resulted when Reaser, Stewart, and Tiede (1982) at-
tempted to identify the skills and behaviors, used in battalion command and
control groups, that contribute to effective performance. In order to do this,
the authors developed and applied yet another model of command-control group
behaviors. Testing was conducted on the Combined Arms Tactical Training
Simulator (CATIS) at Fort Leavenworth, Kansas.
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The Reaser et al. model views command and control as a decision making
process. The command-control node engages in five categories of behaviors in
its decision making. (Figure 23)

e Input processing

e Pre-decision processing
o Decision processing

e Post declsion processing
e Output processing

The model mway have some value as a methcd of defining a taxonomy of deci-
sion making behaviors so that a fuller description of those bzhaviors can be
detalled, but the application of the model described in this experiment is not
well conreived. The variables for which data are collected are not those ini-
tially .fined and instead appear to be measures of system performance, i.e.,
time required to switch channels, number of nodes which sent transmissions.
Thus, while the model may or may not be a good one, it is not used by the
authors in this research.

Metlay, Liebling, Silverstein, Halatyn, Zimberg, and Richter (1985) de-
signed a methodology for evaluating decision making Iin command groups. As a
necessary requirement for the study, a model of the decision making process is
de eloped which is consistent with many of the command and control military de-
cision making models previously reviewed. The research team, in fact, began
with the military decision making model and added to this model their observa-
tions from videotaped planning sessions engaged in by battallon command groups
during Combined Arms Tactical Training Simulation (CATTS) exercises. This ul-
timately led to a model which both fit the behaviors they observed and was
still consistent with the military model.

The military decision making model has been presented as Figure l. The
Metlay et al. revision is shown as Figure 24. There were two interesting
points concerning this rosearch. One is that the researchers were primarily
concerned with developing a measurement process and do indeed provide such a
methodology. Hence, this model could to be considered evaluative in type. The
second item worth noting is that in this model the decision making sequence is
not considered complete until the decision has been presented and made clear to
those persons who will be controlled by the OPORD.

The final model in this category 1s somewhat anomalous since it deals with
the concept of a person's internal decision making model and carefully delin-
eates between command and control systems (a human function) and command, con~
trol and communication systems (a physical entity). Athans (1981, 1982) sug-
gests that each commander develops an internal model of his warfare area based
upon his training which allows him to make superior tactical decisions. This
model, which 1s not explicitly described, is called the principal expert model
(PEM) and represente the commander's decision waking prucess. Each commander,
according to the Athans Model, also needs to develop concepts about the PEMs
of commanders with whom he interacts. These models are called Military Expert
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Models (MEM) and represents each commander's beliefs or expectations about
other commanders' decision making processes.

This model is primarily a decision making model where a commander's
assessment of a situation is based upon information in the commander's ‘'Model
of the World" (Figure 25). The Model of the World includes the commander's
knowledge and assessment about such things as his assets, the enemy's assets,
capabilities of weapon systems and so on. Situation assessment is influenced
by this "model of the world"” and by the objective function; the responsibili-
ties and objectives for the mission; the planning horizon; the time require-
nents for tactical decisions, allowable decisions, constraints or decisions
imposed by the C® organization; and available resources and dynamic constraints
such as the spued and maneuverability of resources. From the Situation Assess-
ment commanders generate decisions, options, and then select a decision which
impacts the environment, and in turn receive feedback from the environment.

Athans offers a model of the command and control organization which is
based upon his decision making concepts (Figure 26). In this model commander A
is a superior to commanders B and C. P,, Py, and P~ represent the PEM of com
manders A, B, and C, respectively. Each commander also has an MEM for each
other commander with whom he interacts. Thus, Commander A has two MEMs, one
for Commarnder B (My,) and one for C (M:,). Similarly, Commander B has two MEMs
(MAB and Mcp) and Commander C has two MEMs (MAC and HBC)' The crucial issue in
this organizational design is that decisions that require coordination among
the three commanders 'can only be carried out on the basis of the MEMs."

This work is particularly interisting because Athans directly congiders
the issue of how the humans in the C° system relate to the phys%ca% (C°) system
that supports them. He addresses the nesd gor there to be a "C“/C” theory"
before developers can propevly analyze C“~C” interactions and synthesize a comr
bination that, given relevant measures of effectiveness, is '"sufficiently good
or even optimal."

Behavioral System, Computer Technology Models

There have been four modeling attempts which appear to have had as an im-
petus some need or application evolving from the computer technology arena. In
the first of these, Obermayer (1975) describes a computer model based upon the
wodel of command and control developed by Finiey et al. (1974, 1973). There is
little in Obermayer's description to indicate that the computer wmodel effec-
tively replicates the Finley command and control model. The Obermaye. work
seems primarily intended to demonstrate the use of a computer language called
General Purpose System Simulator (GPSS) for developing command and control mod-
els. The computer simulation more directly models the flow of air traffic, and
while it might be used to measure effectiveness of the total system, it does
not measure command and control behavior or decision making. As Obermayer
states:

The analyst/programmer determines the mapping from the description of
the gystem provided him (probably overly simple and incomplete), and
the success of the model will depend on how well the analyst/program
mer has donc his wmapping process. This ai present is a compiex crea-
tive process.
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Figure 26. Athan's (1981) Hypothetical Command and Control Organization.




Prichard (1977) has described a model of battalion level command and con-
trol that is primarily designed to help in the development of combat sim:la-
tions. The model is presented as a process flowchart (Figure 27). 1In this
model, the Flan, Execute, Observe, Sense, Direct Fire and Fire Support cells
each have thelr own process charts which merge with Figure 27, As an example,
the Plan flowchart 1s presented here (Figure 28) because it most nearly relates
to what other models of command and control are concerned with. The varlous
flowcharts in the Prichard report are each of some value to understanding the
operations of a command post.

Alberts (198C) provides a method for evaluating command and control infor-
mation systems and attempts to develop a rudimentary model of the command and
control process. The author does not specifically define what constitutes a
command and control system and provides no formal diagram. Instead, he indi-
cates that command and control systems are designed to munage forces. Since
his analvsils focuses on the improved quality of decision making with the use uf
computer technology and decision alds, we must assume it is a decision making
definition of command and control that the author is using. Alberts points out
that command and control systems exist to perform specific functions and/or
missions. The performance of these systems can only be assessed by analyzing
activity within the context of a scenario and the system's overall performance
depends upon its functioning over a broad range of such scenarios. In order to
accomplish missions and functions, these activities can be decomposed into
tasks which are the major focus of Alberts' theory and analysis.

Measurement and evaluatlon of what the autho:r refers to as "micro blocks"
or puiiding blocks of the command and control system take place at three lev-
els. Level one is the assessment of system performance, that is, the charac-
teristics of the hardware, Yor example, its speed and accuracy in accomplishing
the task. Level two refers to measures of information attributes, that is, the
quality and timeliness of the information flowing through the system. Level
three 1s measures of value, which assess the utility or value added to the de
cision by information flowing through the system with these improved attrib-
utes.

In the last example of this type of model, Witus, Weintraub, and Miller
(1984) conceptualize command and control as a decision making component that
interacts with the other components of the force to achleve mission objectives.
Thus, the authors use a very baslc and straightforward decision making model
for their command and control component. Thils model 1s presented as Figure 29.
The authors understand that the specific tasks and activities engaged in by the
command post staff will change during the course of a battle. Every staff de-
cision will have an lmpact on the battle and will in turn require new tasks,
The authors develop their mndel while considering how a combat simulation needs
to follow this logic in what is called an automated s .ipt. In the automatic
script command and control decisions determine events in the engagement and
require new decisions in a kind of adaptive approach. Unfortunately, the "au-
tomated script 1s restricted to a predefined sequence of command and control
decisions and can evaluate the battlefield dynamics only when that sequence is
valid.,"
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The limitation of the model, lies in its inability to deal with decisions out-
side of a restricted dvmain and its failure to deal with performance of specif-
ic behaviors, tasks, and activities that effect decision making performance.
The model developed here is one in which command and control is decision making
and in which only the decision making outcomes are input into the simuiation.

Tne authors suggest they can develop a more flexible script wi-h the use
of a more specific taxonomy. Nowhere do the authors suggest the collection or
analysis of specific task information, rather they suggest a taxonomy based on
their own theorizing. This taxonomy, which itself implies a command and
control model is presented as Figure 30.

Systems Oriented Models

Some models which appear to consider command and control from yet arother
perspective can be characterized as systems oriented. Some of these models
tend to focus on information processing. Others go beyond mere theorizing and
address the systems problems associated with the actual development of a spe-
cific command and control system. This latter type of model may be considered
as architectural.

§ystem$ Oriented, Irformation Processing Models

Wilcox, Slade, and Ramsdale (1983) provide an excellent example of how
easily the command and control concept can be refocused, in this case, as com~
munications. While emphasizing the importance of command and control, the au-
thors suggest that communications "provide the backhone of a successful,
coordinated command, countrol, and communicatious (C°) policy." In fact, they
reconceptualize command and control as nothing more than the "contrel of events
and processes through the transmission and receipt of messages."

For these authors the command and control process consists of six stages.
Their model of command and control is:

1. Furveillance

2. Communications

3. Data processing and management
4. Decision making

5. Communications

6. Action

The reader should note that the authors consider communications to be such
an lwportant part of command and control that communications is part of the
command and control process twice: once to send a message up to the commander
and once to relay decisiocns down to the field. This text focuses almost en-
tirely on complexities of communication from a technical and mechanical per-
spective _and in a sense the text, entitled Command and Control and Communica-
tions (C°1) is a misnomer. The Wilcox et al. report appears to be primarily a
communications text with liwited application to the battlefield and it only
illustrates the ease with which command and control can unwittingly be rede-
fined.
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C2 Task Characteristics

PURPOSE

User

Role in
Encompassing
Tasks

—

Trigger/
Cause

Battlefield
Role

PRODUCT PROCESS
Subject
— Matter | Agent
Information _
— Type — Cperations
Condition/ _
1 Activity B Information
|| Subtask
Roles

Figure 30. The Witus, et al. (1934) Taxonomy Overview.




A number of other researchers have used complex mathematical formulations
and decision theories to uwodel or evaluate command and control systems. It
could be argued that these approaches tend to be obscure and to have limited
applicability. Several researchers have evaluated the "tiwmeliness'" of command
and control systems. The methodology appears to have been introduced by
Bouthonnier and Levis (1984) and expanded upon by Cothier (1984) and Cothier
and Levis (1985). 1In this methodology. the authors define a system and a mis-
sion. The system consists of components, their interconnection and the stan-
dard operating procedure for these components. Examples offered by the authors
include 2 communication network and a fire support system although it appears
that in a broader sense, a system could also refer to a decision making process
or any set of organizational activities involved in completing a task or mis-
sion. Figure 31, from Cothier (1984) depicts the methodology.

The authors indicate that a mission can be defined as a set of objectives
and goals. These goals are the things the system will be required to do and/or
describe how the system must perform. The authors call these goals the "com-
mander's needs." Both the mission and the system are defined by "primitives."
Primitives are descriptive variables or parameters of the system or mission.
For example, a fire support system can be defined by such variables or primi-
tives as the kill radius, the probability of failure, the cannon battery accu-
racy and so one.

Attributes of the system and/or mission, are quantities that describe prop-
erties or characteristics and can be defined as a function of a set of primi-
tives. Attributes of a command and control system might include such things as
reliability, survivability : -d cost.

AS = fs (Xl,...,xk); g8 = 1,2 «sne S

describes an attribute for a system where Xl ...Xk are system primitives, and

Ar = fr (Yl’oco,Yn); r = 1,2 ese R

describes an attribute for a mission where Y; +.. y, are mission primitives.

System and mission attributes can be defined using different scales and it
may be necessary to transform the attributes to a common scale before compari-
son. When the attributes ere expressed on 2 common basis, they are said to
have been transformed into commensurate attributes.

Effectiveness is defined as a comparison between the system attributes
(L) and mission (requirement) attributes (L.). The specific comparison is
fled the loci of the attribute space« These locl are defined as the values
that the compared attributes take as the set of possible primitive values.

Effectiveness is then: E = V (L N L.)/V (Lg), where V is a measure in
the normalized attribute space and [) is the
standard intersection operator.

According to the authors, this partial measure of effectiveness can be
combined into global measuresg uging a utility function:

~=ilg =2 LR T 10

E-U(El,EzncoEk)
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Figure 31. The Methodology for System Effectiveness Analysis from
. Cothier (1984).
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These almost criptic incsertions, taken from one of the documents referenced
above, do not do justice to the researchers rather complex mathematical devel-
opnent of their command and control material. The material is included only to
demonstrate how complex developments from adjolning fields can rapidly move
beyond the availability of data to match to the theoretical developments.

Tomovie and Levis (1984) use a decision theory approach to mathematically
model the information processing and decision making tasks of the command and
control organization. The mathematics of the mod=2l1 are well beyond the scope
of this paper. One of the more Important points to make about this approach is
that while the authors suggest they are analyzing or designing a command and
control organization, theilr focus is primarily on informacion processing, which
they call the most important characteristic of the organization. Indeed, they

state, "The most important characteristic of the organizatjon considered here is
that their task involves information processing and decision making."

The mwodel proposes a decision maker whose task is to receive data and then
process it into an output. According to the modzl, the decision maker proc-
esses the data using specific algorithms. The wodel also allows for input be-~
tween decision makers. The quality of decision making can be assessed based
upon the mathematical derivations called 'Workload" and the "organizations per-—
formance."

Systems Oriented, Architecture Models

A considerable amount of outstanding modeling related work has been re-
ported by researchers of the MITRE Corporation as work progressed on a long
lasting project to support the Army in its development of computer based comr
wand and control systems. These systems, referred to during the period re-
searchers were workiug as the Ccmmand Control and Subordinate Systems (CCSZ),
were evolving systems intended to move computer technolegy Intce what had been
purely manual command post operations. The intent of the MITRE work was
clearly system developmental in nature and had as its gogl the specification of
equipment and scftware needed to design computer based C® systems.

This review section begins with consideration of a report by Bean,
Otteuberg and Mukherjee (1983) which describes the conduct of a functional
analysis of the maneuver control portions of Army command and control activi-
ties. The reader will note that the report could well have been consldered in
an earlier section - Organizational, Process (Taxonomy or Function) Models. It
is instead covered here in order to preserve an obvious continuity between it
and later MITRE studies. The Bean et al. (1983) report is one of five con-
ducted by MITRE researchers, each of which considered one of the major battle-
field operating systems. The reviewed report dealt with the Maneuver Control
system. Other functiounal analyses which have been reported by MITRE research-
ers dealt with Air Defense (Singer, 1981), Fire Support (Bean et al., 1982),
Intelligence and Electronic Warfare (Grinder, 1983), and Combat Service Support
(Blondell and Hennings, 1984).

The major portion of the Bean et al. (1983) research deals with the
identification of the tasks performed in corps or division command pnsts as the

maneuver contrcl Zunction 1s performeds Maneuver control is the premler




command and control system. Thus, it describes how the battlefield systems are
integrated.

In their definition, or model, of the command and control process Bean
and his co~workers consider that the mission of the maneuver contro]l system can
be stated as follows:

The mission of the maneuver control functional segment is to plan,
direct, coordinate, and superviege the combat activities of a combined
arws force as it closes with and destroys the enemy by the use of
fire and maneuver. More specifically, the segment provides for the
command, control and coordination of the combat, combat support, and
combat service support elements of the force in accordanze with the
commander's scheme of maneuver and provides for the command and con-
trol of maneuver elements in its execution.

Then the researchers develop a concept of functional areas whicl. are "groupings
of analytically similar command and control activities." These groupings focus
on the processes of maneuver control. There are 15 of these functional areas.
The first is "command" which is defined as the authority and responsibility for
planning, coordinating, and controlling a combined arms force to accomplish an
assigned mission. Command, according to the medel, 1is exercised primarily by
authority delegated through the chain of command, and includes:

Knowing the Situation
Deciding

Assigning Missions
Allocating Resources
Directing Forces
Sustaining Ferces
Motivating

The second functional area is the "Executive/Chief of Staff" who provides
direction, coordination and supervision of the command and coutrol activities
executed by the staff, The remaining 13 functional areas are:

Operations
Personnel
Intelligence
Logistics
Civil Affairs
Air Defense
Aviation

Fire Support
Engineering
Communications

Nuclear, Biological, Chemical
Airspace Management
United States Alr Force Liaison




With this group "operations" is paramount and it performs the activities of:

Gathering Information,

kstimating,

anticipating,

Informing,

Recomnending,

Ordering (where proper authority has been delegated), and
Supervising.

In turn, then the activities are periormed in order to supervise the following
areas of the operations process:

Operations Estimating,

Kesource Allocation Friority Setting,

Required Supply Rate/Contrulled Supply Rate Determination,
Special Ammuniticn Requirements Determination,
Airspace Management,

Nuclear, Biological, Chemical Considerations,
Operations Order/Operations Plan Preparation,
Tactical Deception Planning,

Minefield and Barrier Planning,

Critical Communications Issue Identification,
Tactical Troop Movements,

Rear Area Protection/Rear Area Combat Operations,
Command Post Location, and

Task Organization of Subordinate Units.

The authors have provided two significant graphic portrayals which are mod-
els quite like military decision making models shown earlier. Figure 32 shows
the maneuver control system's eight generic tasks in a form that resembles many
of the various decision type models described earlier. Figure 33 shows the 15
functional areas thait derive from the act{ivities which constitute command and
control in a manner that models the process from yet another view. Modeled
from this perspective, the researchers provide a vehicle that shows the inter-
faces that exist between the functional areas as the command and control of
forces is accomplished.

The Bean, Ottenberg, and Mukherjee (1983) report is a treasure trove of
information and ideas for the command and control modeler. In later sectiomns,
the report provides detailed presentations of how the command and control proc-
ess flows within segments of command posts, across functional boundaries, and
from task to task. The report also provides a list of typical speclaliized
command post reports along with excellent and illuminating discussions of com-
mand posts at various echelons.

The four subordinate system reports (Fire Support, Air Defense, Intel-
ligence/Electronic Warfare and Combat Service Support) are probably equally
valuable in their areas but are somewhat beyond the scope of a review that is
iniended v cover modeis that deal with the command and control of units in
battle. The reason for the out—of-scope nature of the four "subordinate sys-
tems" is made clear as we consider a later report by Bigler et al. {1984).
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In the Bigler et al, (1984) -eport the five functional analyses previously
ccmpleted form the basis for fu:rtner architecturally based evaluation of the
requirements for an integrated system consisting of a maneuver control system
and the four subordinate systems previously noted. In this report the re-
searchers extend the functional analyses in ordeE to identify the interface
requirements that must be considered if five CCS” systems need to work together
in a computer-supported environment. The five systems, shown in Figure 34,
were at the time of the Bigler et al. report known as the Sigma Star. The re-
searchers revised some of the conceptualizations described in the Bean et al.
(1983) report--and surely, also, some of those in the other four subordinate
systen functional analyses~-and developed a series of command and control
relevant concepts and models. The models provided are well supported by real
world data on how the Army structures and operates its command posts.

The first of these concepts deals with a model that defines how command&
and control tasks may be classified and related to other tasks and other CCS
systems tasks. The researchers define four categories of tasks: 3Jystem
Integration, Subsystem Integration, Work-Specific, and Housekeeping. The four
task categories are defined by Bigler et al., as follows:

Sys*tem Integration. The highest level task is a system integration task
perfotued by the Maneuver Control segment. This category of task harmonizes
the work performed by all five segments and ensures that the scheme of maneuver
15 plarned and carried out in accordance with the force commander's intent,
This category of task is unique to the Maneuver Control segment.

Subsysten Integration. Withip each scgment, a single subsystem integra-
tion task is performed to unify the diverse efforts of the segment into a co-
herent whole. Ea:h segment subsystem integration task is then merged with the
cther subsystem integration tasks within the Maneuver Control segment.

Work=Specific. 1n additiom to its role as subsysten integrator, each
segment accomplisies work unique to that segment but in support of the force as
a wholec. These tasks are called work-specific tasks, and their number varies
among segments depending on the work needed to accomplish the segment mission.

Housekeeping Tasks. Housekeeping tasks deal with intrs-segment communica-
tiong, self-protection and self-susrainment.

The relationship of these four types of tasks is dlagrammed in Figure 35,
wnich has been modified from a figure in Bigler et al, (1984). When considered
from a division command post perspective, the model assigns to the G-3 the sys-
tem integratvion function and shows that ea~l of tle cCcS2 areas have tasks that
permit the scgment to control its subordinate paris and maintain a suitable
interface with the maneuver contrel gystem.

A second paradigm developed by the researchers deals with information zsued
develops a hierarchical classification ucheme that enables them to showv the
flow and manjpula’icr of data und ‘nformation., In their 3~heme the researchnrs
consider tha': data are representations of facts in a formulized manne., Ininr-
mation is th. mean’ng a humau assigns to data. The hierarehi.al relatlfonghip,
therefore, begins with data, Data are communicated, intecpreted, or procusszd
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by humans or by automated means. Examples of data are unprocessed sensor out-
puts, inventory counts, air temperature, aund notification that an item of
equipment is no longer operational. The tern information is used in the sys—
tems engineering sense to describe data transformed by humans perforuming the
command and control processes: planning, coordinating, directing and control-
ling.

Technical Information. Technical information is the initial product
obtained when meaning is applled to data. Examples of technical information
are targeting information obtained from sensor outputs, requisitions for
supplies or personnel, weather reports, and requests for maintenance support.
Processing of data by humans or automated weans is necessary to convert facts
to meaningful information. Technical information is developed by units and
exchanged with other units or higher echelon staffs to support command and
control processes.

Staff Information. Staff information is that information product obtained
from processing technical information that enables the staff to plan, coordi-
nate, direct, or control resources under its cognizance. The targeting infor-
mation provided to the fire support unit for example, when processed with other
information, enables that organization to plan, direct, and control fire placed
on the target using available resources. Staff information is used by the
stafi to perform its functional or organizational responsibilities, and the
fiow of staff information normally follows these channels. Statf information
is also provided to the cormander by staff members so that he can understand
the battlefield situation and decide on appropriate action, and formulate
directives for accomplishing his operational mission with resources under his
conirol.

Command Information. Command information 1is derived by the commander from
his assimilation of the staff and technical information he acquires through ob=-
servation or report. This information is exchanged by commanders to convey the
condition of their organization, the perceived situation, or other information
needed by commanders to discharge their responsibilities, Coomand information
may also be directive in nature, establ’shing the commander's desired situa-
tion. It originates with the superic: commander when it is a directive and is
provided to either his subordinate commanders or staff at that echelorn.

Command Information flows in accordance with the organizational arrangement
established by the task organization of the force.

Force-Level Information. Another classification of information used by
the Army is force-level information. Force-level information is a selected set
of technical, staff, and command inforsation that has been identified by the
Army as the information needed by commanders and staffs at any echelon to sup-
port the command and control of their forces.

Each of the four processes which are involved in the processing of data to
increasingly wore processed levels of information can, of course, be further
sub-divided to identify specific methods employed. Thus:
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Planning includes the (1) mission analysis, (2) definition of the work to
be done, (3) organization of the assigned resources to accomplish the work, (4)
scheduling the work, and (5) identifying constraints (resources and control
measures).

Coordinating involves the exchange of information with higher, lower, and
adjacent echelons as well as with organizations outside of the Army which also
provide resources for the commander to employ. Coordinmating imncludes: (1)}
resolution of constraints and (2) scheduling the application of resources dur-
ing employment.

Directing is the process by which the commander formulates instructions
and issues them to subordinates at lower echelons. These instructions form the
basis for the desired situation the commander seeks to accomplish. "Execution"
of these instructions is carried out at a subordinate echelon which in turn
r.ports its status to the higher, directing echelon.

Controlling consists of: (l) wmonitoring and updating the perceived
situation (the situation which available information collected or reported from
the environment enables the comrander and staff to evaluate); (2) comparing the
perceived situation with the desired situation; (3) deciding on the action that
is necessary; and (4) reporting the perceived situation to higher, lower, and
adjacent echelons as necessary.

All of the specific tasks, which derive from the four processes, occur in
a general situation (see Figure 36) in which the command and control system
needs to maintain two major environmental interfaces. One involves the actions
needed to assure that subordinate units execute and, thus, influence the envi-
ronment; the other actions are taken to assure that subordinate units sense and

report their situation in order to provide feedback concerning the environment.
(See Figure 37)

| Coordinating Environment
Planning Directing Execution
Controlling o ——
Operational
Mission Execution
Command ya
—trd : e Subordinate
~0NLro Echelon -
atan Echelon

Figure 36. Command and Controi Processes and the Environment from
Bigler et al. (1984).
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Figure 37. General Model of a Command and Ccntrol System
from Bigler et al. (1984).

Ultimately the researchers provide three "levels" of command and control
models. The levels vary in cowmplexity and their complexity depend:c upon the
situation that causes the command and control process to cycle through its se-
quence. The first level model (Figure 38) is more complex and defines how the
system reacts when the command post, with its contained command and control
system, needs to respond to a new situation created by orders (or approvals?)
from a higher echelon commander. A second level model (Figure 39) describes
how the system needs to react when the new missicn ie limited to planning to
accomplish revised guidance from the commander of the echelon itself. The
third level mocel (Figure 40) is a simpler, more truncated model which shows
how & command and control system reacts when the plan o implement does no’.
need to involve formal coordination with the commander at that echelon. All of
these models are, of course, variants of the general model shown in Figure 41,

These reports by MITRE researchers are quite excellent. Almoet unique
among command and controi modelers, they evolve their models and concepts on
the basis of extensive analysis of how Army command posts, corps to brigade,
actually operate. Also, since the intent of the work was to define a new comr
mand post architecture based on extensive computer support, the researchers
were flrmly anchored in the real world as they began and as they concluded

thelr works. These reports are valuable as source documents and it is unfortu-
nate that they have not had a broader distribution.
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Network Models

Network amalysis techniques have had nnly a limited application to the
command and countrol evaluation process. Certain rudimentary beginnings are
demonstrated in work already cited. For example, Barber and Kaplan (1979) dia-
grammed the battalion command group ARTEP tasks in a generally time sequenced
order that approximates a PERT chart. FM 101-5, Staff Organization and Opera-
tions, provides a "planning time discipline guide", see Figure 42, which por-
trays the planning cycle with time estimates for completion of major activi-
ties performed as an OPORDER is prepared. The guide also contains an affili-
ated matrix which shows how the various staff compcnents contribute to the
various operation planning activities.

The earliest application of a network analysis technique to the command
and control process appears to be a Russian effort reported by Skachko, Volkov,
and Kulikov in 1968. This study-—not evaluated in the original--is available
in the form of an unedited machine translation from the Air Force Systems
Command, Foreign Technology Division (see Skachko, Volkov and Kulikov (1985)),
The "unedited maczhine translation" is quite long, 331 pages, and untranslated
material makes up maior portions of Tables and Figures. The report is diffi-
cult to read and its major value is to establish what seems to be Russian
primacy in this area, and to suggest that an interested researcher would do
well to obtaia the original and sit with a Russian proficient co—worker if a
detailed review were required.

A more suitable source for the non-Russian reading researcher who is in-
terested In network models 1s a book by lvanov, Savelyev, and Shemanskiy pub-
lished in 1977, then later translated and published under the auspices of the
United States Air Force. In this book the authors discuss the application of a
"strip chart" to define tasks, assign task times, and show task sequence data.
Figure 43 shows the example, Preparing a Battalion Offensive Plan, used by the
authors. Resemblances between Figures 42 and 43 are ohvious. The authors of
this book go beyond mere strip charting and discuss how the data in such a
chart can be used to improve command and control procedures. In their discus-—
sion of the methodology the authors point out how inferences can be made con-
cerning the impact of proposed changes by determining their effort on the total
cycle time and utilization of staff. Later in their discussion of how to
"scientifically organize" a command post the authors discuss the application of
PERT charting techniques to command and control operations.

The authors introduce thelr discussion by noting the value of network
analysis techniques and the command post characteristics that make these tech-
niques especially valuable in command and control evaluations. The authors
state their view as follows:

Metwork charts are especlally irreplaceable in determining the optimal
alternatives of officers' work in organizing combat operations. As a
rule, this work has to be done in a limited time. It involves a great
many €xccutive agents who are nighly dependent ¢b each othei, aud it
therefore requires exceptionally clear-cut organization. At the same
time, the main measures for organizing combat are based on certain norms

7Q
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susceptible to quantitative calculation, making possible completely objec—
tive judgments of the effectiveness of this or that alternative of work
organization. The mathematical btasis for the critical-path method is the
network chart (PERT model, network) by which one can determine the scale
of the operation, establish the moc~t aivisable sequence of actions, make
the best distribution of duties among responsible personnel, and discover
time reserves and means of reducing the time taken for organizing combat
operations.

It is unclear how extensive a use the Russians have made of the network
based models and PERT chart based analysls which they discuss in this volume.
The authors do provide an example of a command post PERT network and the task
data necessary to support critical path analyses. It is worth noting that in
this volume there appears a reference to a 1974 report on command and control
using network methods by Skachko, Kulikov and Valkov. Certainly the implica-
tion is that the application of network based tachniques to command and control
problems is at least past the exemplar application stage. Also it is likely
that in the decade since this book appeared there would be further advances.
lience, a more comprehensive review by a qualified (read Russian reading) re-
searcher wmight be in order. '

In any event this book (Ivanov, Savelyev and Shemanskiy, 1977) and an
earlier book by Druzhinin and Kontorov, 1972 (also translated and published by
the U.S. Alr Force) are good reading for the command and control researcher.
Both volumes are available in the U.S, Air Forces, Soviet Military Thought
series. Between them these books demonstrate the status of command and con-
trol and decision aiding thought in the Soviet Union a decade ago. Additional
applications of network model and analysis techniques that have been conducted
in the decade since these books were published may exist but the literature
search that formed the basis of this review did not identify them.

Attempts to apply network analysis techniques within the English speaking
research community have been quite sparse. Many of the computer simulations and
wvargame simulations purport to either model or evaluate the command and control
process and some of these simulations allude to networks. However, the appli-
cation or davelopment of command and control models for computer simulations ig
beyond the scope of this paper. The reports which we have exXamined also define
and model command and control in narrow and simplistic terms and, hence, they
are not suitable for review here.

A report by Krupenevich (1984) illustrates this tangentially related area.
The author notes that his purpose is to develcp a generalized network wethodol-
ogy that can be applied to the further development of an existing simulation,
the Airland Research Models The author addresses two areas within this larger
area; the development of a transportation model and the development of a com—
mand and control wodel]., In his discusslon of the coumand and control network
Krupenevich describes his network as dealing with command ana control
connectivity rather than cowmand and control. Thus, he actuslly addresses the

communication portion of the broader area referred to as Cowmand, Contrel aud
Coumunications or in an even broader way as Command, Contrel, Communications
and Intelligence.




The researcher indicates that he wants to develcp a network that provides
a structure that: mwonitors information flow around the network, initiaces
events in the execution modules; assesses the quality of results of command and
control planning, and investigates the details of the internal command and con-
trol process. In his model a message of some sort serves as the only input to
a unit's processing algoritim. This message initiates actions within the re-
ceiving unit's planning module and often results in new messages being trans-—
mitted as the result of actions taken within the processing unit. Despite the
authors broad goals the material actually reported deals almost exclusively with
the communications aspect of the battle fighting problem.

In his report Krupenevich deals, with some rigor, with the network modeling
of communications. For example, he addresses how the '"connectivity" require-
meats change as task organization——the units assigned to subordinate commands—-
changes. He does not, however, appear to address the real command and control
processes that occur within his network nodes. Indeed, his command and control
network model appears only to define specific types of information and then
identify how the information can be transported in the communication system.

In the end he postulates that there are four types of command and control in-
formation: Orders, Requests, Reports, and Inteclligence, and, given a command
structure that can be identified, the cemmand and control network (read
connectivity network) determines "if a unit j, desiring to send a message of
type 1 to unit k via mode of tranaxission 1 can actually do so."

There are numerous models that support simulations, analytic network mod-
els, and other types of mndels that fall outside .ne purview of this report. In
many cases their exclusion results from their, sometimes explicitly stated,
view that communicaticns is the real essence of command and control. Such a
narrow definition 1s clearly misleading and a theory or model based on such a
view is not likely to be a major contributor to the advancement of the field.

A final mndeling approach which may be directly relevant to command and
control as it 1s performed by the Army 1s a methodology based on Petrl nets.
Petri nets were first described in the early 1960s to model computer systems.
Since their introduction the technique has been extended and has been used to
model various kinds of large, complex organizations and an assortment of as-
pects of these organizations (e.g., attributes, timing relationships, stochas~-
tic events). Relevant research has been reported by researchers at Alphatech,
Inc. who have applied the technique to an Alr Defense command and control prob-
lem+ The work was funded by the Defense Communications Agency. An Alphatech,
Inc. report by researchers Moore, Tenney and Vail (1986) describes both the
Petri net derived methodology they used and the results of their application.

Since the Moore, Tenney, and Vail report deals with the modeling of an air
defense misslion the model itgelf is of 1little interest in the context of the
Army coumand and control problem. The reason for this, of course, is that the
coumand and control mechanisms Involved in air defense are too narrow a subset
of the more numerous functions performed by a corps, division, or even a bri-
gade and because the model deals with command and control mechanisms that are
intertwined much more closely with the events of the battle than is the case
with Army command and control processes. OStated another way Army command and



control processes are packaged by echelon with each echelon (package) inter-
facing with higher, adjacent, and lower——particularly next lower--echelons.
Thus a division headquarters is usually separated from the actual events of
the battle by brigade, battaliosn, and company command processes. A model that
represents a division, therefore, can be looked at as a horizontal slice of the
totality of the command and control systems involved in the battle. The air
defense model developed by Moore, Tenney and Vail can be considered as repre-
senting a vertical system slice since it addresses command and control events
on a contipuum stretching from the engaged aircraft to higher echelon, land
based, control levels.

For this report it 1s the methodology that is of interest. The research-
ers refer to their Petri net approach as using Stochastic, Timed, Attributed
Petri Nets (STAPNs) and devote some 40 pages to a description of the method's
basic concepts and related features such as mathematical constructs and mathe-
matical-physical relationships. The following brief discussion, adapted from
the Moore, Tenney and Vail report, describes the STAPNs technique, very
cursorily, for the bLenefit of readers totally unfamiliar with the technique.

The STAPN technique uses five symbols to model objects, or products, that
move in some real network. The five symbols are:

UNAVAILABLE TOKENS Q
AVAILABLE TOKENS @@
ARCS ——

TRANSITIONS I

PLACES O

Petri nets are based on a vision of tokens moving arcind an abstract net~-
work. Tokens are conceptual entities, meant to model the objects which move in
a real network., In their simplest manifestation tokens can be in one of two
stutes. When a token is created it is always in an unavailable state. After
some time elapses, the token changes to an available state. After an addi-
tional time, the token is destroyed. The interpretation of the two states is
that (a) when the token is unavallable, it exists and cannot be destroyed, and
(b) when it is available, it exists and will be destroyed as soon as ce-tain
other conditions are satisiied.

The time a token remains unavailable is determined by a tiwming wodel.
Timing models fall into four classes. The simplest modelc are doterministic:
the duration of the unavallable state is fixed at one value, which may be zero.
A more realistic model is stochastic. the duration of the unavaileble state is
random, but is alwayt drawn from the same probability distribution. The ran-
domness can be used to represent either actual physical uncertainity or known
modeling imprecision. In a third case, times may depend on information car-
ried by the tokens themselves. The fourth class of models allows the timing to
depend on an external variable.




Finally, tokens may carry attributes along with them. Attributes are sim-
ply numbers, or other information encoded as numbers which accompany a token
through its life. Values are assigned to the attributes of a tokeun when it is
created, and they do not change until the token 1s destroyed, after which they
are irrelevant. Attributes may have continuous or discrete values, or consist
of combinacions thereof.

The abstract network through which tokens move consists of two types of
elements. The first type is called a place. Tokens reside in places while
tley are unavailable and waiting to become available, or while they are avail-
able and waiting for conditions to arise allowing them to be destrouyed.

The second type of element of which the abstract network is constructed is
called a transition. Transitions determine how and when tokens are destroyed
and createds Transitions evolve through three states: potentially enabled,
enabled and disabled. Normally every transition is disabled; when certaln con-
ditions hold, a tramsition will become potentially enabled; if other conditions
hold, it becomes enabled. In elther case, the transitlion leaves the disabled
state only for infinitesimal periods of time. After becoming enabled, the
transition destroys some tokens, creates some others, assigns attributes to the
new tok ns, and immediately reverts to the disabled state.

The fiual abstract network elements are the connectors between places and
transitions which are called arcs. Only one basic cunstraint restricts the
placement of arcs in a STAPN: arcs can only connect places to transitions, or
vice versa; they can never connect places to places or transitions to
transitions.

These symbols, and a few additional rules, make it possible to create
quite complex models. For example '"places" can perform four rcles. The four
roles are:

Storage: Tokens arrive in a place from one source and depart to one
destination after they have become available and the conditions for
their destruction have been satisfied.

Confluence: Two or more streams of tokens flow together to proceed
on to a single destination, after being stored.

Divergence: One stream of tokens is broken into two or more streams,
which proceed to different destinations after storage.

Mixing: Two or more input streams combine, and then are broken down
(usually in a different way) into streams which move to separate
destinations after waiting.

In the case of a divergence or mixing there mist be a way to determine which
path any individual token will follow out of the place. To accomplish this a
decision rule mist be assoclated with every place. By invoking the decision

rule for eveiy passalug iLoken, Lhe wmodel can eusure that token behavior is ai-

ways completely determined. These four place roles make 1t possible to mndel

not only simple process steps but also flow junctures, separations and mixings
which involve two, or more, flows. Thus, depending on the number of Input aud
output connectlons, a place can play four roles as shown in Figure 44,
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Figure 44. Place roles available for a STAPN diagram from Moore et al. (1986).

Transitions provide a similar opportunity for creating juncture, separa-
tion, or mixing representations. Thus, one, two or more arcs can terminate at
a transition symbol, and one, two or more arcs can exit from a transitlion sym—
bol. These symbols and simple rules, only some of which are discussed here,
make it possible to model very complex systems. Filgurz 45 shows a simple STAPN
that describes an equally simple exemplar system.

Spacing

Buffer
Start Process End

KD

Free

Figure 45. Example STAPN from Moore et al. (1986).
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“he system shown in Figure 45 operates as follows. The token in SPACING
immediately enables CREATION, which places a tokeu woth in BUFFEZK and back in
SPACING. 1If the timing model for this token is d.terministically zero, then
CREATION can fir« immediately. More realistically, the timing will be nonzero,
so the token rests in SPACING before enabling CREATiON again. Quce this hap-
pens, this cycle repeats and, thus tokens are interwitientlyv deposited in
BUFFER ad infinitum.

There is another set of events “hat are Lartially coordinated with the
CREATION process. These begin when the rirst token in BUFFER becomes availa-
ble. STARY fires, and waen the token crezated in PROCESS becomes available, END
fires and restores a token to FREE, However, if the time required for a token
to become available in PROCESS is long compared to the time required in SPAC-
ING, more tokens will have arrived in BUFFER before the token in FREE becomes
available. Alternatively, if the time spert in ?ROCESS and FREE is small com
pared to the time spent in SPACING, the FREE token will wait for the next arri-
val in BUFFER before firing START.

Neither of the network modeling techniques has been rigorously applied ot
corps, division, or brigade level but both PERT techniques and the ST4PNs meth-
odology hold great promise. Both suffer, however, because the data neceded to
apply them are not available, and the data are likely to be difficult to obtain
in the quantity needed to make good use of such modeling techniques.
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SUMMARY AND CONCLUSIONS

The state-of-the—art in command and control modeling is not well developed
although it may be that some writers in the area have oversiated the case.
Earlier, in the Introduction, the reviewers quoted Fischhoff and Johnson (1985)
who concluded that with regard to command and control theory:

The stakes are so that that funders are willing io go with very long shots
in hopes of producing some useful results. Yet, the complexity of the
problem is such that many of its theories appear almost autistic, ac
though the atteapt to make sense of it leads researchers down a pa'h to
convoluted and idiosyncratic theorizing.

In this review the validity of this statement is best demonstrated by material
that the authors omitted from the review. Certainly there are a number of
reports that deal with command and control so tangent“ally that it is hard to
see any relationship beyond the title. Some reports uo iittle more than demon—
strate that algebra works. Other reports deal so completely with communica-—
tions problems, computer technology, or control theury - in the physics and
engineering sense - that it appears that command a:id control — in the Army sense
= 1s either in the title by accident oz added to broaden the apparent scope of
the work being reported.

There are, however, a number of publications that do make a contribution
to comwand and control theory and a number that present material of value to
model development. 1t might be wmore charitable, and more factual, to describe
most theorizing as simplistic rather that autistic, and to note that the major
problem in the field is not that it is "convoluted and idiosyncratic" but that
too much of it lacks a clear focus. This review has demonstrated the broad
domain and often disjointed nature of the work performed under the rubric
"Command and Control Theory and Models'". Sutton (1986), in a review of the
more general literature — such as Military Review articles® = points out that
there exists:

» « « a tendency to address the subject (of command and .ontrcl) in an
unbalanced and piecemeal fashion. Some articles tend t¢ ompha. ..e the

the importance of technelogy, both hardware and softwaras. uther ar.icles
deplore the apparent fixation with technology and techuical vaans, and
urge a shift in emphasis to the role of leadership in C° _:iiems. Another
class of articles details the procedures, policies and tc.ianiques used by
a certain unit in their command post system. Most of the articl~s are
well worth reading, but one is soon convinced, to rephrase \ .e oid saw,
that C° is defined by the seninr man present.

Our review of the more research oriented literature certainly supports

this view; except that command and control seems more often to be defined in
whatever fashlon most conveniently justifies the work rather than by the senior

1Names and references have been omitted to protect the guilty.
Sutton draws his conclusions from a 27 item literature review virtually all of
which were not »f the type included in this review.




man present. Some of the problems associated with the relatively uncontrolled
application of researcher fiat to iLine definition of command and control are
appar-..nt in this review even through its diversity was constrained by its
rather narrow focus. Thus, the Behaviorel System, Decision Making category
tends toward research on how individuals make decisions rather than addressing
how command and control decisions are arrived at in a specific command post
environment; research classified as Behavioral System, Computer Technology
tends toward discussions of how computer programs can be used ~ perhaps - to
create a command and control model; and Systems Oriented, Information Process-
ing mate-ial tends toward work that seems to deal more with recasting proven
engineering analytic methods than with the command and control process.

The rather complex model classification scheme used in this paper may be
overkill considering the state cf the modeling literature but it does provide a
framework for some conclusions. One set of somewhat general conclusions deals
with how the different model classes place along a continuum anchored at one
end by models created to help accomplish a specific command and control purpose
and at the other end by those which appear to have been developed to support a
much less specific — or even a tenuously related - command and control purpose.
There is a clear trall of related research where models and theory have been
created in order to support the development or lmprovement of the command and
control measurement process. Clearly Field Manuals (FMs), Field Circulars
(FCs), and Standing Operating Procedures (SOPs), which specify how command
posts are set up and how battle staffs operate, are the foundation for the Army
command and control processe. It is equally obvious that Army Techniecal Evalua-
tion Program (ARTEP) documentation and Army Mission Training and Evaluation
Program (AMTEP) documentation represent a deliberate attempt to measure how
well a command post, with its staff and equipment, performs.

Research efforts which appear to have evolved from the organizational
research perspective and the work of management theorists certainly provide the
best research bridge between extremes mentioned in the above paragraph.
Olmstead and his various collaborators introduced the concept of an adaptive
coping cycle to command and control research, and demonstrated that the effec-
r.iveness of a command post depended largely on the competence of the staff.
Later researchers modified the Olmstead models and replaced them with varia~
tions of decision cycle based models. These type models led ultimately to the
adaptive control cyele concept that forms the basis of the HEAT methodology
and, with modifications, of the ACCES methodology. These decision cycle bhased
Organizational Process research efforts have also been propaedeutic to the
general acceptance of the cyclic decision making model within the Army, as
witnessed by the various U.S. Army command and control definition documents

that Iincorporate some variant of this model type.

The ultimate proof of the value of this organizational line of research is
the fact that both HEAT and ACCES provide evaluative models which have been

successfully applied at Army division level. A HEAT variant has been used to
vvaluate the contribution of the Maneuver Control System to the division com-

mand post and ACCES, itself a development from HEAT, has been developed and
tested In division and corps level environmentse.

Beliavioral System and System Oriented research has not been as influential
in tne command and control modeling and theory arena. What seems to happen to
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researchers who look at command and control from these perspectives is that
they do not really deal with command and control. For example Behavioral Sys-—
tem, Decision Making research tends to address how single decision makers make
their decisions, and the studies tend to assume that the declisions worthy cf
study are those made when an order from a higher echelon 1is received and the
units overall battle plan is developed. Thus, single decision makers replace
the organization as the focus of the research and the rather rare event of
planning in response to an order from higher headquarters replaces the twenty
or thirty times more prevalent decision cycles that occur as the battle s:taff
makes the declsions needed to actually fight the battle.

Behavioral System, Computer Technology oriented research, and System Ori-
ented, Information Processing »research, also tends to be less influencial and
somewhat more tangential thau Organizational orlented work. 1In these cases the
cause seems to be the intent and the background of the researchers. Both areas
are represented by work that attempts to show how a technology or analytic
process, which is often complex, sophisticated and of proven value in some
other area, can be applied to command and control. Too often it seems that the
technology or analytie tool is well known to the researcher but coumand and
control is poorly known with the result that not much is accomplished in
melding the sophisticated to the little known.

This situation does not have to exist and the case against 1t 1s well made
by those contributions which have heen classified Systems Oriented, Architec-
ture, and Network. Various MITRE researchers have applicd well defined systems
analysis tools to the command and control process, as it is dens manually, in
order to determine what needs to be done to make the system more computer
based. The result of their efforts was that by program end the researchers
knew command and control very well and eould deal directly with the specific
command and control issues they had identified from actual date collection at
division level command posts. With a sound knowledge of how command and con-
trol operates in the Army the MITRE researchers were able to make contributions
to both the model and theory area, and to the body of data concerning command
and control.

Network based model efforts, though still not widely applied, represent a
potentially successful way of modeling command and control in terms of work
flow or some other process definition wethods Time lines and traditional PERT
charts have been used by several researchers, albeit more by foreign research-
ers than by our own. These approaches have been motivated to date somewhat
more as Implementation models than as Evaluative models. Some of them, how-
ever, (FM 101-5 and the Russian literature) serve as a bridge between Implemen-
tation and Evaluation since, by providing times and work sequence material,
they can also secve as standards creation mechanisms. 1t is obvious that Net-
work models can be cast into a more analytic mold and that greater contribu-
tions are clearly possible. PERI-l1ike models which contain exit paths which
differ according to some stated contingency have been used for many years (see
Crumley end Wilson, 1.%6& for an example) and could describe upper echelon com
mand and control processe: very well if the data were available to create them.




The model and theory development literature reviewed in this report seems
to support the following concluslons:

1. Models and theory which support a purpose beyond a mere discussion of
the model or theory itself are more productive than products which derive from
attempts to develop models or create theory independent of a specific applica-
tion.

2. Generally, research which is based on an organizational or management
theory perspective has been more productive than research evolving from other
research perspectives.

3. Research which considers decision making as the role of a command post
is more effective when it does not artificially, and incorrectly, limit the
decisions it considers to those implied in the military decision making model
used tc define how orders from next higher headquarters should be developed
into orders at the echelon which receives them.

4. No extant model is sufficiently well developed and well enough sup-
ported by data that it can be used in a predictive or analytic fashion.

Beyond these conclusions, which clearly evolve out of considering the lit-
erature itself, there are other goals, or model and theory requirements, which
should be adopted to provide guidance for the development of better Army appli-
cable models. These conclusions are partly drawn from the literature and
partly the result of considering, in a broader fashion, the problems associated
with the potential acceptance and utilization of command and control research.
These ancillary conclusion are:

5. Models should deal with a specific organizational structure.
6. Models should be based on observable tasks, processes, or behavior.
7. Models should be constructed so that the data which support them and

the models' outputs can be easily related back to the tasks, processes, or
behavior on which they are based.

8. Models should be supported by at least the potential for a theoretical
development which defines how the command and control function relates to bat-
tle outcome and, thereby, permit research concerning command and control to be
of value in showing how battle staff activity contributes to unit fighting
effectiveness.,
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